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O'SCANNLAIN, Circuit Judge:

We must decide whether customs officers at Los Angeles International Airport
may examine the electronic contents of a passenger's laptop computer without
reasonable suspicion.

On July 17, 2005, forty-three-year-old Michael Arnold arrived at Los Angeles
International Airport (“LAX”) after a nearly twenty-hour flight from the Philip-
pines. After retrieving his luggage from the baggage claim, Arnold proceeded to
customs. U.S. Customs and Border Patrol (“CBP”) Officer Laura Peng first saw
Arnold while he was in line waiting to go through the checkpoint and selected him
for secondary questioning. She asked Arnold where he had traveled, the purpose
of his travel, and the length of his trip. Arnold stated that he had been on vacation
for three weeks visiting friends in the Philippines.

Peng then inspected Arnold's luggage, which contained his laptop computer, a
separate hard drive, a computer memory stick (also called a flash drive or USB
drive), and six compact discs. Peng instructed Arnold to turn on the computer so
she could see if it was functioning. While the computer was booting up, Peng
turned it over to her colleague, CBP Officer John Roberts, and continued to in-
spect Arnold's luggage.

When the computer had booted up, its desktop displayed numerous icons and
folders. Two folders were entitled “Kodak Pictures” and one was entitled “Kodak
Memories.” Peng and Roberts clicked on the Kodak folders, opened the files, and
viewed the photos on Arnold's computer including one that depicted two nude
women. Roberts called in supervisors, who in turn called in special agents with
the United States Department of Homeland Security, Immigration and Customs
Enforcement (“ICE”). The ICE agents questioned Arnold about the contents of
his computer and detained him for several hours. They examined the computer
equipment and found numerous images depicting what they believed to be child
pornography. The officers seized the computer and storage devices but released
Arnold. Two weeks later, federal agents obtained a warrant.

A grand jury charged Arnold with: (1) “knowingly transport[ing] child porno-
graphy, as defined in[18 U.S.C. § 2256(8)(A)], in interstate and foreign com-
merce, by any means, including by computer, knowing that the images were child
pornography”; (2) “knowingly possess[ing] a computer hard drive and compact
discs which both contained more than one image of child pornography, as defined
in [18 U.S.C. 8§ 2256(8)(A)], that had been shipped and transported in interstate
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and foreign commerce by any means, including by computer, knowing that the
images were child pornography”; and (3) “knowingly and intentionally tra-
vel[ing] in foreign commerce *1006 and attempt[ing] to engage in illicit sexual
conduct, as defined in [18 U.S.C. § 2423(f) ], in a foreign place, namely, the
Philippines, with a person under 18 years of age, in violation of [18 U.S.C. §

2423(c) 17

Arnold filed a motion to suppress arguing that the government conducted the
search without reasonable suspicion. The government countered that: (1) rea-
sonable suspicion was not required under the Fourth Amendment because of the
bordersearch doctrine; and (2) if reasonable suspicion were necessary, that it was
present in this case.

The district court granted Arnold's motion to suppress finding that: (1) reasonable
suspicion was indeed necessary to search the laptop; and (2) the government had
failed to meet the burden of showing that the CBP officers had reasonable sus-
picion to search.

The government timely appealed the district court's order granting the motion to
suppress.

Arnold argues that the district court was correct in concluding that reasonable
suspicion was required to search his laptop at the border because it is distin-
guishable from other containers of documents based on its ability to store greater
amounts of information and its unique role in modern life.

Arnold argues that “laptop computers are fundamentally different from traditional
closed containers,” and analogizes them to “homes” and the “human mind.”
Arnold's analogy of a laptop to a home is based on his conclusion that a laptop's
capacity allows for the storage of personal documents in an amount equivalent to
that stored in one's home. He argues that a laptop is like the “human mind” be-
cause of its ability to record ideas, e-mail, internet chats and web-surfing habits.

Lastly, Arnold argues that application of First Amendment principles requires us
to rule contrary to the Fourth Circuit in United States v. Ickes, 393 F.3d 501,
506-08 (4th Cir.2005) (rejecting the argument based on the First Amendment that
a higher level of suspicion is needed for searches of “expressive material”), and to
promulgate a reasonable suspicion requirement for border searches where the risk
is high that expressive material will be exposed.

Il
A

[1] The Fourth Amendment states that “[t]he right of the people to be secure in
their persons, houses, papers, and effects, against unreasonable searches and
seizures, shall not be violated....” U.S. Const. amend. IV. Searches of interna-
tional passengers at American airports are considered border searches because
they occur at the “functional equivalent of a border.” Almeida-Sanchez v. United
States, 413 U.S. 266, 273, 93 S.Ct. 2535, 37 L.Ed.2d 596 (1973) (“For ... exam-
ple, a search of the passengers and cargo of an airplane arriving at a St. Louis
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airport after a non-stop flight from Mexico City would clearly be the functional
equivalent of a border search.”). “It is axiomatic that the United States, as sove-
reign, has the inherent authority to protect, and a paramount interest in protecting,
its territorial integrity.” United States v. Flores-Montano, 541 U.S. 149, 153, 124
S.Ct. 1582, 158 L.Ed.2d 311 (2004). Generally, “searches made at the border ...
are reasonable simply by virtue of the fact that they occur at the border....” United
States v. Ramsey, 431 U.S. 606, 616, 97 S.Ct. 1972, 52 L.Ed.2d 617 (1977).

The Supreme Court has stated that:

*1007 The authority of the United States to search the baggage of arriving in-
ternational travelers is based on its inherent sovereign authority to protect its
territorial integrity. By reason of that authority, it is entitled to require that
whoever seeks entry must establish the right to enter and to bring into the
country whatever he may carry.

Torresv. Puerto Rico, 442 U.S. 465, 472-73, 99 S.Ct. 2425, 61 L.Ed.2d 1 (1979).
In other words, the “Government's interest in preventing the entry of unwanted
persons and effects is at its zenith at the international border.” Flores-Montano
541 U.S. at 152, 124 S.Ct. 1582. Therefore, “[t]he luggage carried by a traveler
entering the country may be searched at random by a customs officer ... no matter
how great the traveler's desire to conceal the contents may be.” United States v.
Ross, 456 U.S. 798, 823, 102 S.Ct. 2157, 72 L .Ed.2d 572 (1982). Furthermore, “a
traveler who carries a toothbrush and a few articles of clothing in a paper bag or
knotted scarf [may] claim an equal right to conceal his possessions from official
inspection as the sophisticated executive with the locked attaché case.” 1d. at 822
102 S.Ct. 2157.

B

Courts have long held that searches of closed containers and their contents can be
conducted at the border without particularized suspicion under the Fourth
Amendment. Searches of the following specific items have been upheld without
particularized suspicion: (1) the contents of a traveler's briefcase and luggage,
United States v. Tsai, 282 F.3d 690, 696(9th Cir.2002); (2) a traveler's “purse,
wallet, or pockets,” Henderson v. United States, 390 F.2d 805, 808 (9th
Cir.1967); (3) papers found in containers such as pockets, see United States v.
Grayson, 597 F.2d 1225, 1228-29 (9th Cir.1979) (allowing search without par-
ticularized suspicion of papers found in a shirt pocket); and (4) pictures, films and
other graphic materials. See United States v. Thirty-Seven Photographs, 402 U.S.
363, 376, 91 S.Ct. 1400, 28 L.Ed.2d 822 (1971); see also United States v.
12,200-Ft. Reels of Super 8MM. Film, 413 U.S. 123, 124-25, 93 S.Ct. 2665, 37
L.Ed.2d 500 (1973) (“Import restrictions and searches of persons or packages at
the national borders rest on different considerations and different rules of con-
stitutional law from domestic regulations.”).

Nevertheless, the Supreme Court has drawn some limits on the border search
power. Specifically, the Supreme Court has held that reasonable suspicion is
required to search a traveler's “alimentary canal,” United States v. Montoya de
Hernandez, 473 U.S. 531, 541, 105 S.Ct. 3304, 87 L.Ed.2d 381 (1985), because “
‘[t]he interests in human dignity and privacy which the Fourth Amendment pro-
tects forbid any such intrusion [beyond the body's surface] on the mere chance
that desired evidence might be obtained.” ” 1d. at 540 n. 3, 105 S.Ct. 3304 (quoting
Schmerber v. California, 384 U.S. 757, 769, 86 S.Ct. 1826, 16 L.Ed.2d 908
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(1966)). However, it has expressly declined to decide “what level of suspicion, if
any, is required for non-routine border searches such as strip, body cavity, or
involuntary x-ray searches.” Id. at 541 n. 4, 105 S.Ct. 3304 (emphasis added).
Furthermore, the Supreme Court has rejected creating a balancing test based on a
“routine” and ‘“‘non-routine” search framework, and has treated the terms as
purely descriptive. See United States v. Cortez-Rocha, 394 F.3d 1115, 1122 (9th

Cir.2005).

Other than when “intrusive searches of the person ” are at issue, Flores-Montano
541 U.S. at 152, 124 S.Ct. 1582 (emphasis added), the Supreme Court has held
open the possibility, “that some searches of property are so destructive as to
require” particularized suspicion. *1008Id. at 155-56, 124 S.Ct. 1582 (emphasis
added) (holding that complete disassembly and reassembly of a car gas tank did
not require particularized suspicion). Indeed, the Supreme Court has left open the
question of « ‘whether, and under what circumstances, a border search might be
deemed ‘unreasonable’ because of the particularly offensive manner in which it is
carried out." ” Id. at 155 n. 2, 124 S.Ct. 1582 (quoting Ramsey, 431 U.S. at 618 n.
13,97 S.Ct. 1972).

Cc

In any event, the district court's holding that particularized suspicion is required to
search a laptop, based on cases involving the search of the person, was erroneous.
Its reliance on such cases as United States v. Vance, 62 F.3d 1152, 1156 (9th
Cir.1995) (holding that “[a]s the search becomes more intrusive, more suspicion
is needed” in the context of a search of the human body), to support its use of a
sliding intrusiveness scale to determine when reasonable suspicion is needed to
search property at the border is misplaced. United States v. Arnold, 454 F.Supp.2d
999, 1002-04 (C.D.Cal.2006).

The Supreme Court has stated that “[c]Jomplex balancing tests to determine what
is a ‘routine’ search of a vehicle, as opposed to a more ‘intrusive’ search of a
person, have no place in border searches of vehicles.” Flores-Montano, 541 U.S.
at 152, 124 S.Ct. 1582. Arnold argues that the district court was correct to apply
an intrusiveness analysis to a laptop search despite the Supreme Court's holding in
Flores-Montano, by distinguishing between one's privacy interest in a vehicle
compared to a laptop. However, this attempt to distinguish Flores-Montano is off
the mark. The Supreme Court's analysis determining what protection to give a
vehicle was not based on the unique characteristics of vehicles with respect to
other property, but was based on the fact that a vehicle, as a piece of property,
simply does not implicate the same “dignity and privacy” concerns as “highly
intrusive searches of the person.” Flores-Montano, 541 U.S. at 152, 124 S.Ct.
1582.

Furthermore, we have expressly repudiated this type of “least restrictive means
test” in the border search context. See Cortez-Rocha, 394 F.3d at 1123(refusing to
fashion a “least restrictive means test for border control vehicular searches, and ...
refus[ing] to tie the hands of border control inspectors in such a fashion™).
Moreover, in both United States v. Chaudhry, 424 F.3d 1051, 1054 (9th Cir.2005)
(finding the distinction between “routine” and “non-routine” inapplicable to
searches of property) and Cortez-Rocha, 394 F.3d at 1122-23, we have recog-
nized that Flores-Montano rejected our prior approach of using an intrusiveness
analysis to determine the reasonableness of property searches at the international
border.



http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&SerialNum=1985133478
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&SerialNum=1985133478
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=506&FindType=Y&ReferencePositionType=S&SerialNum=2006066298&ReferencePosition=1122
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=506&FindType=Y&ReferencePositionType=S&SerialNum=2006066298&ReferencePosition=1122
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&SerialNum=2004272605
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&SerialNum=2004272605
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&SerialNum=2004272605
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&SerialNum=2004272605
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&SerialNum=2004272605
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&SerialNum=2004272605
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&SerialNum=1977118793
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&SerialNum=1977118793
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=506&FindType=Y&ReferencePositionType=S&SerialNum=1995162093&ReferencePosition=1156
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=506&FindType=Y&ReferencePositionType=S&SerialNum=1995162093&ReferencePosition=1156
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=4637&FindType=Y&ReferencePositionType=S&SerialNum=2010432279&ReferencePosition=1002
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=4637&FindType=Y&ReferencePositionType=S&SerialNum=2010432279&ReferencePosition=1002
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&SerialNum=2004272605
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&SerialNum=2004272605
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&FindType=Y&SerialNum=2004272605
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&FindType=Y&SerialNum=2004272605
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&SerialNum=2004272605
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&SerialNum=2004272605
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=506&FindType=Y&ReferencePositionType=S&SerialNum=2006066298&ReferencePosition=1123
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=506&FindType=Y&ReferencePositionType=S&SerialNum=2006066298&ReferencePosition=1123
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=506&FindType=Y&ReferencePositionType=S&SerialNum=2007290173&ReferencePosition=1054
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=506&FindType=Y&ReferencePositionType=S&SerialNum=2007290173&ReferencePosition=1054
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=506&FindType=Y&ReferencePositionType=S&SerialNum=2006066298&ReferencePosition=1122
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=506&FindType=Y&ReferencePositionType=S&SerialNum=2006066298&ReferencePosition=1122
http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&FindType=Y&SerialNum=2004272605

[2] Therefore, we are satisfied that reasonable suspicion is not needed for customs
officials to search a laptop or other personal electronic storage devices at the
border.

v

While the Supreme Court left open the possibility of requiring reasonable suspi-
cion for certain border searches of property in Flores-Montano, 541 U.S. at
155-56, 124 S.Ct. 1582, the district court did not *1009 base its holding on the
two narrow grounds left open by the Supreme Court in that case.

[31[4] Arnold has never claimed that the government's search of his laptop
damaged it in any way; therefore, we need not consider whether “exceptional
damage to property” applies. Arnold does raise the “particularly offensive man-
ner” exception to the government's broad border search powers. But, there is
nothing in the record to indicate that the manner in which the CBP officers con-
ducted the search was “particularly offensive” in comparison with other lawful
border searches. According to Arnold, the CBP officers simply “had me boot [the
laptop] up, and looked at what | had inside....”

Whatever “particularly offensive manner” might mean, this search certainly does
not meet that test. Arnold has failed to distinguish how the search of his laptop
and its electronic contents is logically any different from the suspicionless border
searches of travelers' luggage that the Supreme Court and we have allowed. See
Ross, 456 U.S. at 823, 102 S.Ct. 2157; see also Vance, 62 F.3d at 1156(“In a
border search, a person is subject to search of luggage, contents of pockets and
purse without any suspicion at all.”).

With respect to these searches, the Supreme Court has refused to draw distinc-
tions between containers of information and contraband with respect to their
quality or nature for purposes of determining the appropriate level of Fourth
Amendment protection. Arnold's analogy to a search of a home based on a lap-
top's storage capacity is without merit. The Supreme Court has expressly rejected
applying the Fourth Amendment protections afforded to homes to property which
is “capable of functioning as a home ” simply due to its size, or, distinguishing
between “ ‘worthy’ and ‘unworthy” containers.” California v. Carney, 471 U.S.
386, 393-94, 105 S.Ct. 2066, 85 L.Ed.2d 406 (1985).

In Carney, the Supreme Court rejected the argument that evidence obtained from
a warrantless search of a mobile home should be suppressed because it was
“capable of functioning as a home.” 1d. at 387-88, 393-94, 105 S.Ct. 2066. The
Supreme Court refused to treat a mobile home differently from other vehicles just
because it could be used as a home. Id. at 394-95, 105 S.Ct. 2066. The two main
reasons that the Court gave in support of its holding, were: (1) that a mobile home
is “readily movable,” and (2) that “the expectation [of privacy] with respect to
one's automobile is significantly less than that relating to one's home or office.”
Id. at 391, 105 S.Ct. 2066 (quotation marks omitted).

Here, beyond the simple fact that one cannot live in a laptop, Carney militates
against the proposition that a laptop is a home. First, as Arnold himself admits, a
laptop goes with the person, and, therefore is “readily mobile.” Carney, 471 U.S.
at 391, 105 S.Ct. 2066. Second, one's “expectation*1010 of privacy [at the bor-
der] ... is significantly less than that relating to one's home or office.” 1d.
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Moreover, case law does not support a finding that a search which occurs in an
otherwise ordinary manner, is “particularly offensive” simply due to the storage
capacity of the object being searched. See California v. Acevedo, 500 U.S. 565,
576,111 S.Ct. 1982, 114 L .Ed.2d 619 (1991) (refusing to find that “looking inside
a closed container” when already properly searching a car was unreasonable when
the Court had previously found “destroying the interior of an automobile” to be
reasonable in Carroll v. United States, 267 U.S. 132, 45 S.Ct. 280, 69 L.Ed. 543

(1925)).

Because there is no basis in the record to support the contention that the manner in
which the search occurred was “particularly offensive” in light of other searches
allowed by the Supreme Court and our precedents, the district court's judgment
cannot be sustained.

* * %

VI

For the foregoing reasons, the district court's decision to grant Arnold's motion to
suppress must be

REVERSED.
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