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Next Time: 159-78 and Excerpt from

Citron (on website) Warning: Some graphic content.

Taking applications
Lefkowitz TM Moot Court Due 10/9

For more info, visit silicon-flatirons.org

AT&T Dumps Kevin Mitnick as customer &

-mai upy
News Wednesdays E-mail passwords are easy prey for hackers

Woman fired for using all caps in her
email messages !

File transfer protocol

Cabrera's Computer

Cabrera: "Document-Making Implement”

Held

Court's Reasoning

Scanner

Printer

"Picture ItI" W/

Specially Designed

Primarily Used

Microsoft Picture It! is a discontinued
photo editing application created by
Microsoft. Version 1.0 was released in
September 1996. Borrowing from the
wizard user interface concepts of
Microsoft Publisher, Picture It! was geared
to make digital imaging easy for
consumers.
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Today, basic doctrine and comparison to
2314; Next time, whether it should be
criminal or civil.

18 usc 1832 [ 7 Definition of Trade Secretin 1839 [-7

Stolen defined in 1832

(at least) three elements
Clearly intangible information (long list)

. . 1. Reasonable measures
Basic Doctrine

"Trade Secret” 2. Economic value

Not being generally known to, and not
being readily ascertainable through

3. Secret proper means by, the public

Genovese: portions of Microsoft's
Windows Source Code "appeared on the
Internet”

"win 2000 source code jacked . . . and
illmob.org got a copy of it . . . im sure if
you look hard you can find it or if you
wanna buy it ill give you a password to my
ftp."

Facts
Genovese

Two undercover buys led to prosecution

Did he "intend to convert a trade secret to
the economic benefit of anyone other than
the owner thereof?"

"Not . . . generally known to . . . the public"

"Reasonable measures"

Compare EEA to 2314 ~ 18USC2314 [F
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Creative Works are hard to protect
without special law because they are
non-rivalrous and non-excludable

Policy Rationale
Utilitarianism

Provide economic incentives

Works of creative expression

Subject matter

Not covered

Most databases

Books
Music
Movies
Paintings
Sculpture

Architecture

No protection for the "sweat of the brow"

Brand names and Logos (Trademark)

Ideas

Useful inventions (Patent)

Valuable secrets (Trade Secrets)

Fixed in a tangible medium

Life + 70

Hard to predict ex ante: multiple factors

More than a modicum of creativity

Civil Lawsuits brought by Copyright owners

Doctrine
Requirements Originality
Limited Term
=
Rights 17USC 106 =
Broad defense
Fair Use
Easterbrook on fair use and p2p
downloading of music
Ordinary Enforcement Actual

Damages

Statutory
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Policy Rationale

Doctrine

Ordinary Rule: Ignorance of the law is no defense

Cheek (Tax Case): When Congress uses
"willful" they mean, "voluntary, intentional
violation of a known legal duty"

Wilfulness
Facts

Moran

Held

Colorful facts

Ex-Cop now runs mom-and-pop video rental store

"Insures" videos by buying legitimate copy
but creating a duplicate to rent, preserving
original in case of problems with original

Why did they bring this case?

Searched, Charged with misdemeanor
copyright infringement

Tried to MJ

Reasoning

Two statutes

18usc 2319 =7
17 usc 506 =

for purposes of commercial advantage or
private financial gain

(@)(1)(A) 10 copies, $2500 value of work

5 years

Otherwise, misdemeanor

NET Act

Punishments

Over 180-day period, total retail value of > $1000

(CVEN]()

10 copies, $2500 value of work 3 years

Otherwise, misdemeanor

Distributing works "Intended for

commercial distribution" on a computer
network

@@)(©)

3 years

Criminal Copyright and the Internet

How the Internet changes things

NET Act: No commercial motive necessary

Prosecutorial Discretion

Should prosecutors ever go after p2p users?

Warez Groups

Duplicated packaging too
Affixed FBI warning label to box

Said he had heard of it from colleagues
and trade publications

If he wanted to rent more than one copy,
he would buy more than one original.

Pre-released movies and songs




