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Administrative

Next Time: (after Labor Day) 83-107 and USC 1030(a)(5)

Plus provisions of 1030(c) that refer to (a)(5)

Read (a)(5) from the supplement.

Skim the first part of the assignment
(83-86, before Middleton) and note how
statute has changed.

News Wednesdays
Ben Bernanke's Identity Stolen!

Jodie: Are stoves protected computers?

Last Time
"Authorization" Generally

In the text Two forms

"without authorization"

"exceeds authorized access"

(a)

(1) Both

(2) Both

(3) Without

(4) Both

(5) Without

(6) Without

(7) Mixed

Three ways

By Code Passwords

By Contract Terms of Service

By Norms

Try not to confuse

Normative

Descriptive What did Congress intend?

The void for vagueness discussion might
blur these two together a bit.
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Last Time
"Authorization" by Contract EF Cultural Travel v. Zefer

Civil Case

Facts

The student travel industry

Competing firms with competing websites

Employees leave P (EF) to go work for D (Explorica)

VP Philip Gormley had signed
confidentiality agreement with EF
excerpted on 57

Exporica wanted to download all of the
prices from EF in order to undercut

Scrapers

Zefer's scraper

Downloaded 60,000 lines of data

Later in opinion: Accessed website more
than 30,000 times

Procedure
Civil suit alleging (among others) CFAA, 1030(a)(4)

District court granted Prelim. Injunction for P.

Held

Reasoning

Norms-Based

What are Social Norms?

Recall Morris

"Morris did not use either [sendmail or
fingerd] in any way related to their
intended function."

EF v. Zefer

Facts

Same case

Different defendant: The IT
consultant/scraper authors themselves

Held

Reasoning
1. Reasonable expectations

2. Would P dislike the use?

Class 4. In-Class Authorization by Norms and Lori Drew (2).mmap - 9/2/2009 - Mindjet



Class 4:
"Authorization" by

Norms, and Lori
Drew

Norms-Based

Philips

"Courts have therefore typically analyzed
the scope of a user's authorization to
access a protected computer on the basis
of expected norms of intended use or
the nature of the relationship established
between the computer owner and the
user."

Applied

Workplace policies

59, Note 2: The government employee cases

Czubinski

McFadden

Olson

68, Note 2:
Sherman v. Salton Maxim Housewares

Shurgard v. Safeguard

Senate Judiciary Committee hypo

Insiders/Outsiders

Lori Drew
Lori Drew Facts

How we enter into contracts to use computers

Megan Meier, 13, of Dardenne Prarie, MO ...classmate of Sarah Drew ...daughter of Lori Drew

9/20: Sarah, Lori, and Lori's 18-year-old
employee (granted immunity to testify) set
up a MySpace profile for "Josh Evans"
and friend Megan Meier.

Ongoing flirtation

10/7: "Josh" informs Megan he is moving away.

10/16: "Josh" says he no longer likes
Megan and "the world would be a better
place without [you] in it."

18-year old admitted writing it to end the
hoax and get Megan to stop writing.

10/16: Megan Meier commits suicide

10/16: Lori Drew deletes the Josh Evans account.

Local/County prosecutors

Investigated

Decided not to press charges

Cyberharrassment ordinance passed as a result.

Federal prosecutors open investigation LA U.S. Attorney Thomas O'Neil
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Lori Drew
Lori Drew

Counts

1. Conspiracy to commit 1030(a)(2)(C)
with 1030(c)(2)(B)(ii) felony enhancement

"to further a tortious act, namely
intentional infliction of emotional distress."

2-4. The underlying crime, 1030(a)(2)(C)
with 1030(c)(2)(B)(ii) enhancement

Defendant asked for and received
instructions on "lesser included" offense

1030(a)(2)(C) misdemeanor

Jury

Count 1 (conspiracy): Deadlocked Government dismissed without prejudice

Counts 2 - 4: Not-guilty

Lesser-included: Guilty

Terms of Service Violated

p.5 of indictment

Provide truthful and accurate registration information

Refrain from using any information
obtained from myspace services to
harass, abuse, or harm other people

Refrain from soliciting personal
information from anyone under 18.

Refrain from promoting information that
you know is false or misleading

Refrain from promoting conduct that is
abusive, threatening, obscene,
defamatory, or libelous.

Refrain from posting photographs of other
people without their consent.
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Lori Drew
Lori Drew Terms of Service

Violated

p.5 of indictment

Provide truthful and accurate registration information

Refrain from using any information
obtained from myspace services to
harass, abuse, or harm other people

Refrain from soliciting personal
information from anyone under 18.

Refrain from promoting information that
you know is false or misleading

Refrain from promoting conduct that is
abusive, threatening, obscene,
defamatory, or libelous.

Refrain from posting photographs of other
people without their consent.

Others cited by Judge as important

"Myspace.com reserves the right, in its
sole discretion . . . to restrict, suspend, or
terminate your access to all or part of the
services at any time, for any or no reason,
with or without prior notice, and without
liability."

You must be 14 years or older.

26: Do these result in termination?

No criminal or tortious activity

No gambling

No advertising to any member to buy or
sell any products

No transmitting chain letters

No covering or obscuring banner ads on
your personal profile page

No disclosing your password to any third party.

27: What do these mean?

Band and filmmaker profiles cannot use
"sexually suggestive imagery or any other
unfair content to draw traffic to the
profile."

"prohibited content" is in sole discretion of Myspace.com
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