Next Time: 64-74; Supplement 2-5; Lori Show Supplement
Drew materials posted to website

Administrative Past mindmaps posted

Website reminder

worm
exploit
vulnerability bug
scrapers
Kerr's Virtual/Physical Distinction
Phone phreaking
Configured his computer to randomly dial
Class 3: phone numbers in search of computer
" 2 2 " modems
Authorization" by War-dialing
Code and Contract Reached various phone company modems
Reached the "login prompt"
Facts . .
> 28 times at different numbers
"Access" Allen Evidence showed Logon request/banner

No evidence he entered
username/password
Nothing about the suspicious 6 minute, 35 second call.
Damage?
Trial Court

Held

Reasoning
i

Other variants from Notes
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"Authorization" Generally

Class 3:
"Authorization" by
Code and Contract
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In the text

Three ways

"without authorization"

"exceeds authorized access"

1)
)
3)
Two forms
(a) (4)
(5)
(6)
(7
By Code
By Contract
By Norms

Both

Both

Without

Both

Without

Without

Mixed




Robert Tappan Morris First of several legendary hackers

Not in your CB: His father was a
cryptographer and at the time worked as
the chief scientist of the NSA's National

Graduate student 1988 Computer Security Center.

Vector How it gets into the system

Worms

Payload What it does when it gets into the system

Four "exploits"

1. Bug in Sendmail

Facts o
Vector 2. Bug in finger demon

US v. Morris 3. Trusted hosts
ertzEilen” 57 Cee 4. Guessed passwords

. None intended.
The Morris Worm

Class 3: Spread much more quickly than he had intended.

"Authorization™ by Safeguards to limit spread failed.

Code and Contract Payload Foiled many attempts to discuss, because
Buteffect  people couidn't communicate

Estimate: Infected 10% of the Internet
GAO: $10 - $100M

Defense Arguments

Held

Reasoning
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Civil Case

Not the last time we'll seee this conflict

The student travel industry

Competing firms with competing websites

VP Philip Gormley had signed
confidentiality agreement with EF
Employees leave P (EF) to go work for D (Explorica) excerpted on 57

Does what a human web surfer does, but
more quickly, with no need for breaks.
Facts Scrapers i
Google has a scraper. Spider
EF Cultural Travel v. Explorica .
Exporica wanted to download all of the
prices from EF in order to undercut

" i : When you see a fact like this, you know D has lost.
D 6 | 3

" ! lines of dat Equivalent of 8 telephone directories!

Zefer's scraper

Later in opinion: Accessed website more
Class 3: than 30,000 times
"Authorization" by Civil suit alleging (among others) CFAA, 1030(a)(4)
Code and Contract Procedure Interlocutory appeal.
District court granted Prelim. Injunction for P.
Likelihood of success?
Held
Reasoning

How we enter into contracts to use computers

Does the CFAA criminalize contract
breach? If so, is this a sound policy? o
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