630-640; 646-655; Supplement 51

Next Time

You don't need to know FISA like you

know T3, SCA, Pen Trap, 1030

For those attending 12/4 Conference at CU

Final Exam Issues

Class 25:

International
Computer Crime

Class 25. In-Class International.mmap - 11/30/2009 - Mindjet

Cindy

Take-home

Assignment posted on website

Questions due to me by 1pm on

Thursday, 12/3

No longer using ExamSoft

Instead, PDF with exam will be sent to
you via email 8:00am - 8:15am

You will use your word processor to
compose the answer

You MUST include a word count at the
end of each answer

Responses must be emailed back to
Cindy exactly nine hours after they are
first sent out.

Timestamps on Cindy's computer will be
the official indicators

Please don't be late!

Put a header and a footer with exam number

Materials

You CAN use electronic materials you
provide (PDFs, mindmaps)

E.g., No last-minute google searches

You may NOT use the Internet One exception/ Only exception:

paulohm.com/classes/cc09

Everything as printed in the back of the book EXCEPT
Cornell LIl version is up to date

. 1030(a)(2)(C) should say, simply,
1030 Current version “information from any protected
computer"

Statutes

How do you know?

Not "if the conduct involved an interstate
or foreign communication"




Final Exam Issues New to Website to help you review

Class 25:

International
Computer Crime

Thoughts about DU Conference?
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All maps (PDF only for now)

Substantive Issue Spotters Two questions

530-31 problems
Procedural Issue Spotters
I will publish an "answer" to Problem 3 (p. 531) soon

Note: No guarantee that my final will
consist of one substantive and one
procedural.

Policy Question | wrote one in a hurry

A few more model questions

Answers to both substantive questions
and one procedural question

mmap versions of the mind maps

I will do my best to have all by
Wednesday.

Saturday, December 12, 2009
9:00 - 10:00 AM

Review Session Info

I must leave promptly at 10am

Send me questions in advance

Email is best, but | will meet in person

| pick-and-choose, so don't be offended
(or paranoid) if | don't post yours

My "blog” of questions and answers | will post a "no more questions" after the

Policy about answering other questions final cut-off date.

8AM, Sunday, December 13, 2009

Cut-off The Black Hole: 10am - 6:30pm,
Saturday, December 12, 2009 Maybe longer: Southwest 668 (Denver to Oakland)




Overall impression of statutory privacy?
Last Time

Russian Hackers

First, broke into Lightrealm.com ISP in Kirkland, WA

Facts CT-based website host and credit card processor
Then, broke into OIB Communicated with OIB through
Class 25: compromised Lightrealm account
International Parties agree: In Russia the entire time
ComDUter Crime One: Conspiracy
Vanov Two: 1030(a)(4) Didn't really focus on this one in this class
Substantive International Three: 1030(a)(2)(C)
Counts Six: 1030(a)(7) Didn't really focus on this one in this class
Seven: 1951(a) Extortion Never mentioned before in this class
Eight: 1029(a)(3) Stolen password possession
Held
Reasoning
Policy
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Note 1, 593-95

Mexico drug kingpin arrested in Mexico by
Mexican authorities

Handed over to US agents to bring to US

Facts
Verdugo-Urquidez Joint operation between US and Mexico
agents: search of D's home in Mexico
Held
! Concurrence
Procedural International
Dissent
Barona
i
Class 25: What about searches conducted
International exclusively by US officials in foreign
countries?

Computer Crime

Cross-border searches: Should it matter if
agents are still in US?
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