We are not going to make up 532-550;
SKIP reading for class 24, Wed., Nov. 18

Mon, Nov. 30: 576-99

So last two classes, as on syllabus: Wed, Dec. 2: 630-40 (top); 646 (middle) -
655 (middle); Supplement 51

Next Time

Assignment posted on website
For those attending 11/20 Colloquium at DU Questions due to me by tomorrow morning
Parking

Assignment posted on website

For those attending 12/4 Conference at CU Questions due to me by 1pm on
Thursday, 12/3

PDF
| will post all mind maps this week.
.mmap

CHANGE!

e ] No longer using ExamSoft
Administrative i ]
Instead, PDF with exam will be sent to
you via email around 8:15am

You will use your word processor to
Class 24: Stored Final Exam Issues compose the answer

Communications Take-home You MUST include a word count at the end

Act Part 11, Redux Responses must be emailed back to Timestamps on Cindy's computer will be
Cindy exactly nine hours after they are the official indicators
first sent out.

Please don't be late!

You CAN use electronic materials (PDFs, mindmaps)

Materials .
You may NOT use the Internet E.g., No last-minute google searches

Comprehensive Drug Testing might get

News Wednesdays "Super en banc" L)

No Office Hours today
FCQs at 2:05
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B. Definitional Boundaries

Stored Communications Act D. Rules permitting government access

Class 24: Stored

Communications
Act Part 11, Redux
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18USC 2703 =7

ECS
—
in Electronic Storage 18 USC 2510(17) [
Civil litigant so upset about scope of
broad civil discovery subpoena that
revealed email, it brought separate suit
under 18 USC 2701
Communications Theofel: Opened / Unopened Unusual Facts But 2701 applies only to contents in
2703(a) electronic storage
Held
Reasoning

Does opened/Unopened distinction make sense?
180 Days or less

Need Search Warrant

RCS
storage
Solely for the purpose of providing or

o computer processing services
Communications

if provider is not authorized to access the
contents for purposes of providing
services other than storage/computing
processing

2703(b) Also: ECS but > 180 days

Warrant No Notice

Admin
Subpoena
Need Grand Jury

Or
Court Order 2703(d)

with Notice




Stored Communications Act

Class 24: Stored

Communications
Act Part 11, Redux
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"Network Neighborhood" a la "Print and File Sharing"

Application for D Order for identity of

person at IP address

Interesting side note: pretext call with all

Text of justification atop 513

Warn me that people might be entering my computer

Other services were too slow for
downloading pictures

Facts
Kennedy sorts of dramatic irony
2703(d) Order
Indicted for receipt of CP
Held
Reasoning

How high is the hurdle?

ECS or RCS

"subscriber to or customer of such service"

D. Rules permitting government access (2) Basic Subscriber Information

2703(c)

(1) "A Record or other information” Need

(3) NO Notice

SCA compared to Pen Register

Comparing to other statutes

SCA compared to Wiretap

IndyMedia case =&

= Need

Subpoena, Order, Warrant

No Notice

Order or Warrant

2703(d) or Warrant for stored non-content

Versus certification of relevance for
prospective non-content

Warrant OR 2703(d)/Subpoena with
notice for some stored content (Warrant
for < 180 days, in electronic storage)

Super Warrant for prospective content

Does 2703 violate the Fourth
Amendment?




18UsC 2702 =7

What providers?

Company provides email accounts to own customers
Relevant Facts

Also provided accounts to consultants /
Anderson v. UOP

future litigation adversaries
Held

Reasoning
Prohibition in 2702(a) [*

Email threat case
What is line between voluntary and compelled? Freedman v. AOL Unsigned search warrant.
Held: Not voluntary.
C. Exceptions Voluntary access
Stored Communications Act Contents of Communications May not divulge unless within exceptions in 2702(b)
Exceptions in 2702(c)
Class 24: Stored Record or other Information To the government?
Communications Non-government?
Act Part 11, Redux
Consent (0@ and (©)(2)
Exceptions

Provider

(b)(5) and (c)(3)

Emergency  (D)® and ©(®)

Class 24. In-Class SCA Part Il redux.mmap - 11/18/2009 - Mindjet




