
Class 20: Wiretap
Exceptions

Administrative

Next Time
488-500

Statutory sections

Upcoming conferences

New "two hour" rule
DU: 11/20, 9 AM - 4:30 PM I speak in 10 AM hour

CU: 12/4, 1 PM - 5:45 PM

12/4, SCA Tutorial Good review for final exam

Reading will be posted for DU conference soon.

Office Hours today end at 2:45pm.

News Wednesdays D. Oregon case about fourth amendment and email

Last Time

Most important sections

18 USC 2510

18 USC 2511

1968 Omnibus Crime Control and Safe Streets Act "Title III"

ECPA

Title 1: Wiretap

Title 2: Stored Communications Act

Title 3: Pen Register and Trap and Trace Act

A. Criminal Prohibitions
No interception of the contents of
communications
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Class 20: Wiretap
Exceptions

Last Time

B. Definitional Boundaries

Types of communication

Why do the boundaries matter?

Wiretap vs. Pen Register

Felony (T3) vs. Misdemeanor

"Super Warrant" vs. almost nothing

Civil liability vs. None

Wiretap vs. SCA

Felony (T3) vs. Misdemeanor

Super Warrant vs. Warrant / Order / Subpoena

Limited ISP exception vs. Expansive ISP exception

Prospective vs. Retrospective

O'Brien
Basic Facts

Wife installed spyware which periodically
captured screenshots

How often?

often enough to allow her "to capture and
record all chat conversations, IMs, emails
sent and received, and the websites
visited"

Spyware revealed communications
between husband and another woman

Divorce

Held

Reasoning

Councilman
Facts

Very confusing

Book seller / email provider asks
administrators to make copies of every
incoming message from Amazon.com

Program runs as message arrives

But after message has been "copied" into
the incoming directory on the destination
mail server

Split seconds

Every message copied before user can tell it is there.

Held

Content vs. Non-content
URLs Demos

Nytimes.com

Google search

Commands to a computer

C. Exceptions

D. Govt Access Super Warrants

PC
As to evidence

As to facility

Necessity

Minimization

E. Remedies
Suppression? What can police do?

18 USC 2515

18 USC 2517

O'Brien
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Consent Exception

Text: 18 USC 2511(2)(c) and (2)(d)

When is consent valid?

Implied vs. Constructive

Difference?

Griggs-Ryan

Fact

Beulah Smith operated campground.

One telephone, only in Smith's unit Campers could use her phone.

Smith begins to receive obscene calls.
Suspects Griggs-Ryan's (P) friend,
Jackson

Recording begins

Using answering machine

Notice to P

"on several occasions" Smith told P that
"all incoming telephone calls" were being
recorded

"I had made it quite clear" to P

No evidence that she said that she would
stop recording when calls were not
harassing

Incoming call for P

Lied about identity

Actually Jackson

Smith overhears, learns of deception

Listens/records discussion

Drug case
Smith plays tape for police

Warrant; marijuana found

Earlier criminal trial

P sues civilly

Held

Reasoning

Compare Deal v. Spears

467, Note 2

Facts

Warning to employee: Stop using phone
to talk to boyfriend! Warned they might start recording

Later: recorded employees call to look for
involvement in burglary.

Recording included "petty wrongdoing"

Employee fired

Employee sues

Held: Insufficient because "might"

"Should have known"

Clickwrap

Network banners

Clickwrap

Browsewrap

ISPs

University as ISP More

Who is a party?
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