
Class 18: The
Fourth Amendment
and Networks, Part

II

Administrative

Next Time
446-463

Several statutory sections

News Wednesdays

No Office Hours today

A bit more on upcoming conferences

New "two hour" rule
DU: 11/20, 9 AM - 4:30 PM I speak in 10 AM hour

CU: 12/4, 1 PM - 5:45 PM

12/4, ECPA Tutorial Great Finals review

Reading will be posted for DU conference soon.

Last Time

Katz / REP REP

Overturning Olmstead's trespass approach

Subjective Prong

Objective Prong

Analogies and Themes

Misplaced Trust Hoffa

Assumption of Risk

Bailor / Bailee

Ex Parte Jackson 1877 case

Other e.g.'s listed on 408

private carriers

store clerks

airport baggage carriers

friends for safekeeping

Envelope versus Contents

The "Third Party Doctrine" cases

U.S. v. Miller

408-09

Facts Subpoenas to banks for bank records Including checks and deposit slips filled out by suspect

Held

Reasoning

Smith v. Maryland

Facts

What is a pen register? (FN1)

mechanical device

attached to a particular phone number

Records on a paper tape, all numbers
dialed from the line.

Victim robbed 75 Monte Carlo near scene

Robber began calling her at home on
telephone, making threatening and
obscene comments

"Step out onto front porch" Saw Monte Carlo drive by

Police found 75 Monte Carlo in
neighborhood,

From license plate, identified suspect,
Michael Lee Smith.

Pen register at Smith's home.
No warrant or court order

3/17: Smith called Victim

Warrant to search house Further evidence (fruits)

Held

Reasoning

Dissent
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More Recurring Themes

Public disclosures

Content / Non-content

Prospective / Retrospective

Human / Automated

Retrospective

Basic Subscriber Info Hambrick

pp. 427-29, Note 3

Basic Subscriber Information

Means

name

billing address

home, work, and fax numbers

other billing info

Held

Reasoning

Facebook status updates?

How does society treat these?

Journalists

Schools

Med Schools

Employers

Does IV protection depend on # of friends?

Does it depend on how government
accesses them?

Blogs / Twitter

Email / Webmail
p. 399, Note 2

A writes email to B who forwards it to C

FBI gets copy of email from Email
provider before C has accessed it

Different for Gmail?

Other file and record storage

Have them do it on own.

Horowitz

Photos
Snapfish

Flickr

Virtual disks

"FTP"

Apple's iDisk

X-drive

Cloud computing
Google Docs

Google Calendar

Prospective Non-content Internet surveillance Forrester

Facts

Pair convicted of manufacturing Ecstasy

Real-Time surveillance of:

Email addresses: to/from

IP addresses of websites visited

Total volume of information transmitted

Did more later, but not at issue

Don't worry about what a "mirror port" is

Held

Reasoning
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Prospective Content Internet surveillance Quon
Facts

Police officer, Jeff Quon, issued two-way
pager by his employer, the city.

Payment arrangement

City paid bill

Each pager alloted 25,000 characters

Above that, overage charges.

"Formal" Policies

General "Computer Usage, Internet, and E-mail Policy"

Limited to city business

use for personal benefit is a "significant
violation" of city policy.

We will monitor; no expectation of privacy; not confidential

No inappropriate, suggestive language in
the "e-mail system"

"Employee Acknowledgement"

I have "read and fully understood"

City reserves the right to monitor and log
all network activity, including internet and
E-mail policy

Quon signed it.

2002: Lieutenant Duke announced at email:

pagers considered e-mail

pages are public info

pages will be audited

"Informal" Policy

Lieutenant Duke said practice of having
employee pay for the overage.

To Quon Specifically

Tired of being the bill collector

I don't want to have to audit you to see
how many messages were
non-work-related

So pay the bill, and I don't need to worry about overages.

Quon's version: If you don't want us to
read your pages, pay us.

Quon's usage
Went over 25,000 characters "3 or 4 times"

Each time, he paid

Chief orders Duke to see if these are
work-related, to see if city should up the
25k limit

Provider sent stored pages to Quon.
Many personal

Many were sexually explicit

Civil suit for violations of 4th Amendment

Held

Reasoning

Special Cases

Password Protection D'Andrea

Facts

Pretty awful

Anonymous caller called Social Services hotline

D1 and D2 are sexually abusing 8 year old daughter

They are using cell phone and posting
photos to Sprint PCS website

Here is the login name and password

DSS employee access website,
downloads and prints photos

Held

Reasoning

Encryption

pp. 403-405, Note 6

Can encryption create REP?

Scenario: Assume government grabs
data with a warrant (or gets it subject to
some exception like border search
exception), do they need to get a second
warrant to decrypt?
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