
Class 17: The
Fourth Amendment

and Networks

Administrative

Next Time

Supp. 24-38, 39-42, 52-59; pp.427-30 (notes 3-5)

Pages 52-59 weren't available earlier in term.

Note 5 ends at 430, not 431

Thoughts about last class?

Last Time

Plain View Rule

Investigators can seize evidence
unrelated to the justification for the search
if the incriminating nature of the evidence
is immediately apparent and the search
leading to its discovery was otherwise
lawful.

The "intermingled documents" problem

Relating to the "way we do computer
forensics" problem

And tied to the "defendants can use
bogus filenames" problem.

Booby-trap

Comprehensive Drug Testing

Facts

MLB hired CDT to do suspicionless
testing of all players.

Seeing if > 5% tested positive, which
would trigger further testing.

Promises of privacy

CDT kept master list in a spreadsheet

Balco investigation

Lab suspected of giving steroids to major
league baseball players

Agents wanted records of ten players from CDT

Warrant

Criminals give files misleading names

Booby traps

We have PC as to these ten players

Mag Judge

Granted broad authority

But imposed Tamura-like restrictions

Real-world analogue

Agents couldn't identify relevant docs
on-site, so they seized "dozens of file
drawers" and "several boxes" to check
back at office.

Didn't suppress, but told agents to ask for
prior permission in future if comingling
problem foreseen

District Court Judge
Ordered return of non-responsive documents

Lots of chastising language like that on page 3 omitted. "callous disregard . . ."

When executed, seized entire computers,
including records for hundreds of players
(and others)

Held

Reasoning

Dissent in Part

What should DOJ do?
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The Katz Test and Networks

The Networking Scenarios

E-mail

Employer

Public provider
Webmail

Non-webmail

Importance

Communications in Transit

Stored Data

Other communications platforms

Computing in the Cloud

But for today, let's focus mostly on email

Olmstead / Pre-REP

410-412

Facts

1928 opinion

Massive prohibition-era conspiracy to
import alcohol into US from Canada

Wiretaps to listen to phone calls from
Olmstead's home and office

Wires were inserted out on the street or in
the basement (owned by landlord)

Held

Reasoning

Katz / REP

Katz

Several places in CB
p. 399, Note 3

p.412

Facts

FBI agents taped microphone to top of
public pay phone booth

Katz used phone to place illegal bets

Agents recorded his half of the
conversation

Held

REP

Subjective Prong

Objective Prong

Social norms
Descriptive

Normative / Prescriptive

Positive law

Statistics

Applied

Analogies and Themes

Class 17. In-Class Fourth Amendment and Networks.mmap - 10/26/2009 - Mindjet


