
Class 16: Searching
Computers with a

Warrant

Administrative

Next Time

For next Wednesday, newer version of
Supplement posted with missing pages
52-59.

News Wednesdays
Balloon Boy!

Predators on Stickam

Our Guest Bridget McPhillips

Last Time

Apparent Authority Rodriguez

Andrus

Facts

Suspected Ray Andrus, 51 years old, of
downloading Child Porn. Worked at a school

Eight months into investigation, not
enough evidence for warrant to search
home.

Knock and talk.
Agent

Forensic computer expert

Ray's Dad, Dr. Bailey Andrus answered door

91 years old!

Other facts revealed at suppression hearing

Bailey didn't know how to use the computer

Bailey had never used the computer

Bailey did not know the user name or password.

Cable Internet account assigned to user "bandrus."

Bailey paid the bill

Ray lived with parents

Did not pay rent

Cared for his aging parents

Bailey said he felt free to enter Ray's room.
When door open, he felt free to enter

When door closed, he knocked

Door was open during interview

Bailey Andrus consented to search of
house and any computers in it.

Ray's computer was only computer in house.

Walked them to room and watched first part of search.

Forensic examiner

Opened case of computer (on site)

Used forensic software
Didn't check for username/PW

Testimony: Without forensic software,
you'd need username/PW

Quick search for JPG files turned up CP in 5 minutes.

Ray came home and consented to further search. Court: Not relevant to apparent authority. (FN6)

District Court

Held

Reasoning
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Class 16: Searching
Computers with a

Warrant

Warrants and Computers

General Warrants

Probable Cause Gourde

366, Note 4

Facts

Text promising pictures of young girls
12-17 who paid $19.95 per month.

Agent paid subscription and found
hundreds of images of CP

Seized server that hosted site and
obtained the list of email addresses used
by subscribers

Went to credit card processing company
and found identities associated with those
email addresses

This used to support warrant to search
one user's home four months later for
computers

Held

Reasoning

Dissent

Particularity

Scope of the Warrant

How Computers Complicate Things

Two-step process
Seize computers on-site

Computer forensics back in lab

Intermingling of things responsive and
non-responsive to warrant Plain view material, below

Mechanics

Affidavit

Warrant itself

Remedy for Failure of PC or Particularity?
Usually suppression

Leon

Do warrants that say "documents" support
seizure and search of computers? People v. Gall

Colorado Supreme Court, 2001

Warrant

Majority Coats, Mullarkey, Rice, Kourlis

Dissent Martinez, Hobbs, Bender

Who's right, and what's the test?
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Class 16: Searching
Computers with a

Warrant

Warrants and Computers
Adjani

Facts

D1 = Adjani
Suspected of extortion

Series of letters asking for $3 million to
prevent release of customers' private data

D2 = Rheinhold

Woman who lives with D1

Aided in several ways
Delivered the messages

Drove him around

D1 flees to Zurich, but gets lured back to Los Angeles

Warrant

Named D1 not D2 as suspect

For D1's residence, car, person

Sought "evidence of violations of" federal extortion law

Seizure of

Records containing [stolen data]

Records, documents and materials which
reflect communications with [company
executives and employees]

Computers, hard drives, disks, CDs.

Search
Seized various computers and hard drives
including D2's computer.

Analyzed On D2's computer, found email messages implicating D2

District Court

Held

Reasoning

Plain View Rule
Rule

Investigators can seize evidence
unrelated to the justification for the search
if the incriminating nature of the evidence
is immediately apparent and the search
leading to its discovery was otherwise
lawful.

The "intermingled documents" problem

Relating to the "way we do computer
forensics" problem

And tied to the "defendants can use
bogus filenames" problem.

Class 16. In-Class Warrants and Computer Searches.mmap - 10/21/2009 - Mindjet



Class 16: Searching
Computers with a

Warrant

Plain View Rule

Gray

Facts

Hacking case

Seized computers

CART agent followed routine CART practice

open and look briefly at each file

Why?
Figure out how much fits on one CD-ROM

"facilitate the case agent's search."

Looked at 80% of the files on hard drive.

Used program that revealed thumbnails

Evidence of CP found

BBS directory containing "Teen" and
"Tiny Teen" directories.

Again, systematic, according to routine

These were the next in the list.

Showed suspected CP to two other
agents and maybe revisited "Teen" once.

But soon thereafter ceased search and
sought second warrant for CP

Held

Reasoning

Carey
Similar Facts, but with one big different

Agent "without obtaining another warrant,
abandoned the search for drug trafficking
evidence, and proceeded instead to
download and view over 200 similarly
labeled files in a search . . . for further
images of child pornography"

Held

Kerr

Comprehensive Drug Testing

The Fight over tools
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