
Class 15: Consent

Administrative Next Time

Wednesday: 351-64; 366-69 (Note 4);
379-80 (Note 5); 381-89; Excerpt from
Comp. Drug Testing (website)

Last Time

Roadmap

Seizures of Computer Data

Supreme Court's Definition

"Meaningful Interference with an
individual's possessory interest in the
property."

When is computer data seized?

Fact patterns

Full bitstream copy at border; hold indefinitely

consent to search; bitstream copy made;
kept after consent withdrawn

David: Was the "fortune" password seized?

Cases: Each ruled not a seizure

Hicks Copying serial number from bottom of phonograph

Aseltine Photographs of the scene

Gorshkov
remote account accessed and all contents
copied (but not viewed)

Thomas FBI made photocopies, held not a seizure

Scholars' Tests

Kerr

Brennan

Me
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Terms
Bitstream copy

cache

deleted files

partially deleted files

swap

files

Consent by Defendant

Scope of Consent Test

Withdrawn Consent and Bitstream copies

Consent Not by Defendant

Common Authority

Appleby

Facts

Hacker spying on ex-employer and co-workers

Married once to co-worker. Now divorced

Geek couple? Lots of hard drives, shared between computers

Broken hard drive held by wife during separation.
She returned it to employer

Employer gave it to police, and she
consented to search.

Search

Police restricted examination to:
Directory with her name

Directory with employer

Police didn't look in Directory with his name.

Eight days before examination
"I only really wish to have my hard drive back."

Court: "too little and too late"

Held

Reasoning
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Consent Not by Defendant

Georgia v. Randolph Rule

Wife volunteered to let police into home to
find husband's cocaine

He refused.

Held

Password Protection

Apparent Authority

James

Andrus

Facts

Suspected Ray Andrus, 51 years old, of
downloading Child Porn.

Eight months into investigation, not
enough evidence for warrant to search
home.

Knock and talk.

Ray's Dad, Dr. Bailey Andrus answered door

Ray lived with parents

Bailey Andrus consented to search of
house and any computers in it.

Forensic examiner

Ray came home and consented to further search.

District Court

Held

Reasoning
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