Mon, 10/12: 316-23; 335-41; Pages from
Kerr, Fourth Amendment Seizures of
Computer Data (website)

Next Time
Wednesday: No class

Addendum to Syllabus on class website
Mon, 10/19: 323-35; Supplement 13-24
Upcoming Classes
Wed, 10/21: Will change, but not available just yet.

Subsequent: Back to regular schedule (I hope)

S : This afternoon: Wednesday ThAC
Administrative
10/12: After our class, broadband video at cablelabs @ |
Upcoming Events Fred Von Lohmann speaking at Law

School on Tuesday, 10/13 @

10/20-21: US Sentencing Commission
holding regional hearing in Denver.

Secret Service deems facebook poll no threat  &?
News Wednesdays Another scraper investigated, but victim is PACER @ |
Class 13: US v. Stevens argued yesterday &

Introduction to the
Fourth Amendment Funny, somewhat related news story [

Basic Fact Pattern

18 USC 3583(d)

Basic arguments
Sentencing: Restrictions on Internet and Computer Use

5th (Paul)
2nd (Sofsky)

Internal Cases
n

Trojan Horse
Terms

Moving from the criminal and victim to the cop

Six classes on the Fourth Amendment

Introduction to Part 11

Five classes on electronic surveillance statutes
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Bundled photos up with identifying
information and sent to local law
enforcement

Review: 1030 violation?

Which subsections?

The Text 57  Different formatting =4
Government Action required
When does the fourth amendment apply? "Search"
"Seizure"
For Computers Incident to arrest
What are the exceptions to the warrant requirement? Border searches
Consent
Roadmap
Computer searches with a warrant
“Search"
When does the fourth amendment apply?
On the Internet The third-party doctrine
! Specific Internet contexts
Introduction to the Fourth
Amendment Quick note on the remedy Suppression
Trying to run sting operations on child porn traders
Class 13: Posted photo with program attached to
- CP newsgroups
Introduction to the group
Fourth Amendment
A Turkish Hack Once trojan horse infected victims,
Jarrett Facts nonymous Turkish Hacker Hacker would access files and look for CP
Private Searches / Government Action arre

Does fact he is in Turkey matter?

Review: Distribution of CP?




Some time in 2000

Alabama

Alabama Police Department Officer, Kevin Murphy @@
Sting #1: Steiger

FBI Special Agent Margaret Faulkner, Alabama g

Steiger raised exact same appeal as
Jarrett, and lost in 11th Cir.

Indicted late 2000

FBI LegAtt for Turkey, James Duffy ,
You won't be prosecuted

11/2000: Duffy contacts Hacker ’ We want you to testify

Facts
: Private Searches / Government Action Jarrett
Introduction to the Fourth . "I you want to bring other information
Between Steiger and Jarrett . "
Amendment forward, | am available
4/2001: Duffy ’ Postponement in trial
glas§ 13: h You won't be prosecuted
Introduction to the
Fourth Amendment
12/3/2001: Hacker contacts Murphy Another child molester from Richmond, VA

Who do you know in FBI?
Murphy responds @ g al
Sting #2: Jarrett L FBI wants you to send materials to me.
Review: Distribution of CP?

Hacker sends 13 email messages to Murphy

12/13/2001: search and arrest of Jarrett
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12/16/2001: Duffy (knowing nothing of Jarrett case) ’ Steiger has been sentenced

Thanks
12/17/2001: Hacker to Du
fty ’ What ever happened to Jarrett?

12/18/2001: Hacker to Duffy ’ Saw that Jarrett had been arrested.

Ask Faulkner to get in touch.

12/19/2001: Duffy to Hacker ’ Thanks for help with Jarrett

Here's how to reach Faulkner
Eacts Post-Jarrett
“Proverbial wink and a nod"

"l can not ask you to search out cases
Jarrett = such as the ones you have sent to us.
Private Searches / Government Action 12/19/2001: Faulkner to Hacker g That would make you an agent of the

Federal Government . . . ."

Introduction to the Fourth

Amendment

"But if you happen across such pictures . . ."

You are not a US citizen, and are not
bound by our laws

Class 13:

Introduction to the
Fourth Amendment

- Dist Ct: "pen-pal type correspondence.”
Next two months, four more messages (
Hacker: | will continue to search them out.

Faulkner never tells him to stop.

Jarrett brings motion to suppress after
learning of Faulkner email messages

Held
1. Govt acquiescence
Test
Reasoning 2. Individual intent to assist
Applied

Computer Repairmen
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Introduction to the Fourth

Amendment

Class 13:

Introduction to the
Fourth Amendment
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What is a "Search"?

REP = Reasonable Expectation of Privacy
Airplanes flying overhead
Preview Searching through trash

Ask: What if person does not have REP?
Searching in open fields

Versus "what a person knowingly exposes to the public"

Great quote from Ross "most frail cottage in the kingdom"

Flew in from Hong Kong

Arrested and detained in Vegas Conspiracy to smuggle heroin

Flipped

Agreed to remain in detention, with
frequent visit to Customs Agent's office to
make "proffer" and to place consensually
wiretapped calls

1990

Computer memo book

Facts

. Maybe one of these?
. David
Closed Container Rule

Lawyer absent

In Agent Peterson's office

Agent Peterson shoulder surfed David's password
May 7, 1990 Meeting .

Peterson grabbed book, accused David of

deleting information

Agent tapped in password, opened some
incriminating entries

1. The shoulder surfed password
Motion to Suppress
2. Accessing the book
Held
Reasoning

Single container or Container of Containers?
REP when using somebody else's computer?

Hash values and Dog Sniffs




