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KOZINSKI, Chief Judge:
This case is about a federal investigation into steroid use by professional baseball players. More generally, however, it's about the procedures and safeguards that federal courts must observe in issuing and administering search warrants and subpoenas for electronically stored information.
Facts
In 2002, the federal government commenced an investigation into the Bay Area Lab Cooperative (Balco), which it suspected of providing steroids to professional baseball players. That year, the Major League Baseball Players Association also entered into a collective bargaining agreement with Major League Baseball providing for suspicionless drug testing of all players. . . . The players were assured that the results would remain anonymous and confidential; the purpose of the testing was solely to determine whether more than five percent of players tested positive, in which case there would be additional testing in future seasons.
Comprehensive Drug Testing, Inc. (CDT), an independent business, administered the program and collected the specimens from the players . . . CDT maintained the list of players and their respective test results . . . .
During the Balco investigation, federal authorities learned of ten players who had tested positive in the CDT program. . . . The government obtained a warrant in the Central District of California authorizing the search of CDT's facilities in Long Beach. . . . The warrant was limited to the records of the ten players as to whom the government had probable cause. When the warrant was executed, however, the government seized and promptly reviewed the drug testing records for hundreds of players in Major League Baseball (and a great many other people).
CDT and the Players moved in the Central District of California, pursuant to Federal Rule of Criminal Procedure 41(g), for return of the property seized there. Judge Cooper found that the government *994 had failed to comply with the procedures specified in the warrant and, on that basis and others, ordered the property returned. We will refer to this as the Cooper Order.
Discussion
We take the opportunity to guide our district and magistrate judges in the proper administration of search warrants and grand jury subpoenas for electronically stored information, so as to strike a proper balance between the government's legitimate interest in law enforcement and the people's right to privacy and property in their papers and effects, as guaranteed by the Fourth Amendment.
* * *

The affidavit supporting the first search warrant, the one that sought the drug testing records of the ten suspected baseball players, contains an extensive introduction that precedes any information specific to this case. The introduction seeks to justify a broad seizure of computer records from CDT by explaining the generic hazards of retrieving data that are stored electronically. In essence, the government explains, computer files can be disguised in any number of ingenious ways, the simplest of which is to give files a misleading name (pesto.recipe in lieu of blackmail.photos) or a false extension (.doc in lieu of .jpg or .gz). In addition, the data might be erased or hidden; there might be booby traps that “destroy or alter data if certain procedures are not scrupulously followed,” Warrant Affidavit at 3; certain files and programs might not be accessible at all without the proper software, which may not be available on the computer that is being searched; there may simply be too much information to be examined at the site; or data might be encrypted or compressed, requiring passwords, keycards or other external devices to retrieve. Id. at 4. The government also represented that “[s]earching computer systems requires the use of precise, scientific procedures which are designed to maintain the integrity of the evidence.”
By reciting these hazards, the government made a strong case for off-site examination and segregation of the evidence seized. The government sought the authority to seize considerably more data than that for which it had probable cause, including various computers or computer hard drives and related storage media, and to have the information examined and segregated in a “controlled environment, such as a law enforcement laboratory.” While the government did not point to any specific dangers associated with CDT, which is after all a legitimate business not suspected of any wrongdoing, it nevertheless made a strong generic case that the data in question could not be thoroughly examined or segregated on the spot.
Not surprisingly, the magistrate judge was persuaded by this showing and granted broad authority for seizure of data, including the right to remove pretty much any computer equipment found at CDT's Long Beach facility, along with any data storage devices, manuals, logs or related materials. The warrant also authorized government agents to examine all the data contained in the computer equipment and storage devices, and to attempt to recover or restore hidden or erased data. The magistrate, however, wisely made such broad seizure subject to certain procedural safeguards, roughly based on our Tamura opinion. Thus, the government was first required to examine the computer equipment and storage devices at CDT to determine whether information pertaining to the ten identified players “c[ould] be searched on-site in a reasonable amount of time and without jeopardizing the ability to preserve the data.”
* * *

Tamura, decided in 1982, just preceded the dawn of the information age, and all of the records there were on paper. The government was authorized to seize evidence of certain payments received by Tamura from among the records of Marubeni, his employer. To identify the materials pertaining to the payments involved a three step procedure: Examining computer printouts to identify a transaction; locating the voucher that pertained to that payment; and finding the check that corresponded to the voucher. 694 F.2d at 594-95. The government agents soon realized that this process would take a long time unless they got help from the Marubeni employees who were present. The employees, however, steadfastly refused, so the agents seized several boxes and dozens of file drawers to be sorted out in their offices at their leisure.
We disapproved the wholesale seizure of the documents and particularly the government's failure to return the materials that were not the object of the search once they had been segregated. Id.

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&FindType=Y&SerialNum=1982153040"
 at 596-97. However, we saw no reason to suppress the properly seized materials just because the government had taken more than authorized by the warrant. For the future, though, we suggested that “[i]n the comparatively rare instances where documents are so intermingled that they cannot feasibly be sorted on site, ... the Government [should] seal[ ] and hold[ ] the documents pending approval by a magistrate of a further search, in accordance with the procedures set forth in the American Law Institute's Model Code of Pre-Arraignment Procedure.” Id.
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 at 595-96. “If the need for transporting the documents is known to the officers prior to the search,” we continued, “they may apply for specific authorization for large-scale removal of material, which should be granted by the magistrate issuing the warrant only where on-site sorting is infeasible and no other practical alterative exists.” Id.
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 at 596.
No doubt in response to this suggestion in Tamura, the government here did seek advance authorization for sorting and segregating the seized materials off-site. But, as Judge Cooper found, “[o]nce the items were seized, the requirement of the Warrant that any seized items not covered by the warrant be first screened and segregated by computer personnel was completely ignored.” Brushing aside an offer by on-site CDT personnel to provide all information pertaining to the ten identified baseball players, the government copied from CDT's computer what the parties have called the “Tracey Directory” which contained, in Judge Cooper's words, “information and test results involving hundreds of other baseball players and athletes engaged in other professional sports.”
Judge Cooper . . . found that, in conducting the seizure in the manner it did, “[t]he Government demonstrated a callous disregard for the rights of those persons whose records were seized and searched outside the warrant.”
A. Compliance with Tamura
The government argues that it did comply with the procedures articulated in Tamura, but was not required to return any data it found showing steroid use by other baseball players because that evidence was in plain view once government agents examined the Tracey Directory. Officers may lawfully seize evidence of a crime that is in plain view, the government argues, and thus it had no obligation under Tamura to return that property. The warrant even contemplated this eventuality, says the government, when it excluded from the obligation to return property any that was “otherwise legally seized.”
[T]his argument . . . is at any rate too clever by half. The point of the Tamura procedures is to maintain the privacy of materials that are intermingled with seizable materials, and to avoid turning a limited search for particular information into a general search of office file systems and computer databases. If the government can't be sure whether data may be concealed, compressed, erased or booby-trapped without carefully examining the contents of every file-and we have no cavil with this general proposition-then everything the government chooses to seize will, under this theory, automatically come into plain view. Since the government agents ultimately decide how much to actually take, this will create a powerful incentive for them to seize more rather than less: Why stop at the list of all baseball players when you can seize the entire Tracey Directory? Why just that directory and not the entire hard drive? Why just this computer and not the one in the next room and the next room after that? Can't find the computer? Seize the Zip disks under the bed in the room where the computer once might have been. See United States v. Hill,
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 322 F.Supp.2d 1081 (C.D.Cal.2004). Let's take everything back to the lab, have a good look around and see what we might stumble upon.
This would make a mockery of Tamura and render the carefully crafted safeguards in the Central District warrant a nullity. . . . One phrase in the warrant cannot be read as eviscerating the other parts, which would be the result if the “otherwise legally seized” language were read to permit the government to keep anything one of its agents happened to see while performing a forensic analysis of a hard drive. The phrase is more plausibly construed as referring to any evidence that the government is entitled to retain entirely independent of this seizure.
To avoid this illogical result, the government should, in future warrant applications, forswear reliance on the plain view doctrine or any similar doctrine that would allow it to retain data to which it has gained access only because it was required to segregate seizable from non-seizable data. If the government doesn't consent to such a waiver, the magistrate judge should order that the seizable and non-seizable data be separated by an independent third party under the supervision of the court, or deny the warrant altogether.
In addition, while it is perfectly appropriate for the warrant application to acquaint the issuing judicial officer with the theoretical risks of concealment and destruction of evidence, the government must also fairly disclose the actual degree of such risks in the case presented to the judicial officer. In this case, for example, the warrant application presented to Judge Johnson discussed the numerous theoretical risks that the data might be destroyed, but failed to mention that Comprehensive Drug Testing had agreed to keep the data intact until its motion to quash the subpoena could be ruled on by the Northern California district court, and that the United States Attorney's Office had accepted this representation. This omission created the false impression that, unless the data was seized at once, it would be lost. Comprehensive Drug Testing,
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 513 F.3d at 1132 (Thomas, J., dissenting). Such pledges of data retention are obviously highly relevant in determining whether a warrant is needed at all and, if so, what its scope should be. If the government believes such pledges to be unreliable, it may say so and explain why. But omitting such highly relevant information altogether is inconsistent with the government's duty of *999 candor in presenting a warrant application. A lack of candor in this or any other aspect of the warrant application shall bear heavily against the government in the calculus of any subsequent motion to return or suppress the seized data.
Finally, the process of sorting, segregating, decoding and otherwise separating seizable data (as defined by the warrant) from all other data must be designed to achieve that purpose and that purpose only. Thus, if the government is allowed to seize information pertaining to ten names, the search protocol must be designed to discover data pertaining to those names only, not to others, and not those pertaining to other illegality. For example, the government has sophisticated hashing tools at its disposal that allow the identification of well-known illegal files (such as child pornography) without actually opening the files themselves. These and similar search tools may not be used without specific authorization in the warrant, and such permission may only be given if there is probable cause to believe that such files can be found on the electronic medium to be seized.
* * *
[Furthermore,] the warrant application should normally include, or the issuing judicial officer should insert, a protocol for preventing agents involved in the investigation from examining or retaining any data other than that for which probable cause is shown. The procedure might involve, as in this case, a requirement that the segregation be done by specially trained computer personnel who are not involved in the investigation. It should be made clear that only those personnel may examine and segregate the data. The government must also agree that such computer personnel will not communicate any information they learn during the segregation process absent further approval of the court.
At the discretion of the issuing judicial officer, and depending on the nature and sensitivity of the privacy interests involved, the computer personnel in question may be government employees or independent third parties not affiliated with the government. The issuing judicial officer may appoint an independent expert or special master to conduct or supervise the segregation and redaction of the data. In a case such as this one, where the party subject to the warrant is not suspected of any crime, and where the privacy interests of numerous other parties who are not under suspicion of criminal wrongdoing are implicated by the search, the presumption should be that the segregation of the data will be conducted by, or under the close supervision of, an independent third party selected by the court.
Once the data has been segregated (and, if necessary, redacted), the government agents involved in the investigation may examine only the information covered by the terms of the warrant. Absent further judicial authorization, any remaining copies must be destroyed or, at least so long as they may be lawfully possessed by the party from whom they were seized, returned along with the actual physical medium that may have been seized (such as a hard drive or computer). The government may not retain copies of such returned data, unless it obtains specific judicial authorization to do so. . . . If the government believes it is entitled to retain data as to which no probable cause was shown in the original warrant, it may seek a new warrant or justify the warrantless seizure by some means other than plain view.
Concluding Thoughts
This case well illustrates both the challenges faced by modern law enforcement in retrieving information it needs to pursue and prosecute wrongdoers, and the threat to the privacy of innocent parties from a vigorous criminal investigation. At the time of Tamura, most individuals and enterprises kept records in their file cabinets or similar physical facilities. Today, the same kind of data is usually stored electronically, often far from the premises. Electronic storage facilities intermingle data, making them difficult to retrieve without a thorough understanding of the filing and classification systems used-something that can often only be determined by closely analyzing the data in a controlled environment. Tamura involved a few dozen boxes and was considered a broad seizure; but even inexpensive electronic storage media today can store the equivalent of millions of pages of information.
* * *

This pressing need of law enforcement for broad authorization to examine electronic records, so persuasively demonstrated in the introduction to the original warrant in this case, see p. 995 supra, creates a serious risk that every warrant for electronic information will become, in effect, a general warrant, rendering the Fourth Amendment irrelevant. The problem can be stated very simply: There is no way to be sure exactly what an electronic file contains without somehow examining its contents-either by opening it and looking, using specialized forensic software, keyword searching or some other such technique. But electronic files are generally found on media that also contain thousands or millions of other files among which the sought-after data may be stored or concealed. By necessity, government efforts to locate particular files will require examining a great many other files to exclude the possibility that the sought-after data are concealed there.
Once a file is examined, however, the government may claim (as it did in this case) that its contents are in plain view and, if incriminating, the government can keep it. Authorization to search some computer files therefore automatically becomes authorization to search all files in the same subdirectory, and all files in an enveloping directory, a neighboring hard drive, a nearby computer or nearby storage media. Where computers are not near each other, but are connected electronically, the original search might justify examining files in computers many miles away, on a theory that incriminating electronic data could have been shuttled and concealed there.
* * *
We accept the reality that such over-seizing is an inherent part of the electronic search process and proceed on the assumption that, when it comes to the seizure of electronic records, this will be far more common than in the days of paper records. This calls for greater vigilance on the part of judicial officers in striking the right balance between the government's interest in law enforcement and the right of individuals to be free from unreasonable searches and seizures. The process of segregating electronic data that is seizable from that which is not must not become a vehicle for the government to gain access to data which it has no probable cause to collect. In general, we adopt Tamura
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's solution to the problem of necessary over-seizing of evidence: When the government wishes to obtain a warrant to examine a computer hard drive or electronic storage medium in searching for certain incriminating files, or when a search for evidence could result in the seizure of a computer, see, e.g., United States v. Giberson,
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 527 F.3d 882 (9th Cir.2008), magistrate judges must be vigilant in observing the guidance we have set out throughout our opinion, which can be summed up as follows:
1. Magistrates should insist that the government waive reliance upon the plain view doctrine in digital evidence cases. See p. 997-98 supra.
2. Segregation and redaction must be either done by specialized personnel or an independent third party. See pp. 1000-01 supra. If the segregation is to be done by government computer personnel, it must agree in the warrant application that the computer personnel will not disclose to the investigators any information other than that which is the target of the warrant.
3. Warrants and subpoenas must disclose the actual risks of destruction of information as well as prior efforts to seize that information in other judicial fora. See pp. 998-99, 1003-04 supra.
4. The government's search protocol must be designed to uncover only the information for which it has probable cause, and only that information may be examined by the case agents. See pp. 999, 1000-01 supra.
5. The government must destroy or, if the recipient may lawfully possess it, return non-responsive data, keeping the issuing magistrate informed about when it has done so and what it has kept. See p. 1000-01 supra.
Just as Tamura has served as a guidepost for decades, we trust that the procedures*1007 we have outlined above will prove a useful tool for the future. In the end, however, we must rely on the good sense and vigilance of our magistrate judges, who are in the front line of preserving the constitutional freedoms of our citizens while assisting the government in its legitimate efforts to prosecute criminal activity. Nothing we could say would substitute for the sound judgment that judicial officers must exercise in striking this delicate balance.
BEA, Circuit Judge, concurring in part and dissenting in part:
I agree with the majority's analysis of the issues presented in this case, as applied to this case only. The government *1016 failed to follow either the procedures of United States v. Tamura,
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 694 F.2d 591 (9th Cir.1982), or those outlined in the approved warrant, which would have required the government to conduct its search of the seized intermingled computer files by using computer technicians, not case investigators.
Further, I would affirm the [lower courts] because the seized names at issue were not in “plain view” when seized. The plain view doctrine requires evidence of illegality to be “immediately apparent” to the searching investigator. Horton v. California,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&SerialNum=1990086715"
 496 U.S. 128, 139-140, 110 S.Ct. 2301, 110 L.Ed.2d 112 (1990). Here, the portion of the spreadsheet (located within the “Tracey” directory) which contained the drug testing results, contained both the names of the ten ballplayers who were the subjects of the warrant and the names of many other ballplayers for whom the government did not have probable cause to search and seize. The spreadsheet did not, however, initially display on the agent's computer screen the results of steroid testing as to the ballplayers. To see the spreadsheet column containing the results, the agent had to scroll right on the spreadsheet, on to another screen. However, once he scrolled to the right, the agent could see not only the testing results for the targeted ten, but also the results for all of the other ballplayers whose results were listed on the spreadsheet.
A valid “plain view” seizure of items that are truly “immediately apparent” would have required the agent to display only the testing results for the ballplayers for whom he had a warrant, and seize only evidence of additional illegality if such evidence is “immediately apparent” as part of the segregated results for those ballplayers. For instance, the agent could have selected the spreadsheet rows for the ten ballplayers for which he had a warrant, then copied and pasted those rows into a blank spreadsheet. If he had done so, he would have seen only those drug testing results for which he had a warrant.
However, as the government conceded at oral argument before Judge Mahan, rather than limiting the scope of his search in any way, or seizing only that evidence of illegality “immediately apparent” on the *1017 first screen he called up, Agent Novitsky intentionally and volitionally scrolled right on the spreadsheet, without first having segregated only the responsive files, “to see if there was anything above and beyond that which was authorized for seizure in the initial warrant.” This demonstrates the seized evidence of illegality was not “immediately apparent” nor in “plain view.”
Thus, I agree with the majority and vote to affirm the district courts' orders. I write separately, however, because I cannot concur in the proposed guidelines established by the majority opinion, for three reasons.
I
First, the proposed guidelines would require police to forswear any use of evidence found in “plain view” if searching computers with intermingled files. Such a rule departs from existing Supreme Court precedent regarding the “plain view” exception to the Fourth Amendment's warrant requirement, and do so without a single citation to the Supreme Court's extensive precedent on the subject or an explanation why that precedent no longer applies. In its seminal discussion of the “plain view” exception in Coolidge v. New Hampshire,
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 403 U.S. 443, 464-466, 91 S.Ct. 2022, 29 L.Ed.2d 564 (1971), overruled in part on other grounds, Horton v. California,
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 496 U.S. 128, 110 S.Ct. 2301, 110 L.Ed.2d 112 (1990), a plurality of the Supreme Court explained that:
It is well established that under certain circumstances the police may seize evidence in plain view without a warrant....
An example of the applicability of the ‘plain view’ doctrine is the situation in which the police have a warrant to search a given area for specified objects, and in the course of the search come across some other article of incriminating character....
What the ‘plain view’ cases have in common is that the police officer in each of them had a prior justification for an intrusion.... The doctrine serves to supplement the prior justification-whether it be a warrant for another object, hot pursuit, search incident to lawful arrest, or some other legitimate reason for being present unconnected with a search directed against the accused-and permits the warrantless seizure. Of course, the extension of the original justification is legitimate only where it is immediately apparent to the police that they have evidence before them; the ‘plain view’ doctrine may not be used to extend a general exploratory search from one object to another until something incriminating at last emerges.
(emphasis added); see also Horton,
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 496 U.S. at 137, 139-140, 110 S.Ct. 2301 (affirming that Coolidge is binding precedent).
It may be, as the majority asserts, that it is more difficult-perhaps significantly so-in the electronic search context to ensure a warrant-based search of seized intermingled files is “as limited as possible” before the police may employ the “plain view” exception to seize materials not described in the warrant. Coolidge,
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 403 U.S. at 467, 91 S.Ct. 2022. But that gives us no legal ground to eliminate in its entirety a constitutional rule established by the Supreme Court, when to be applied to computer searches.
Rather, because the Court has not yet drawn a distinction between “plain view” seizures in a motel room or automobile, on the one hand, and a computer on the other, we must follow the “plain view” exception, that is until the Supreme Court decides otherwise; our task is to ensure the search is as limited as possible. Given the numerous*1018 risks to privacy the majority identifies, we ought to require a magistrate to give exacting scrutiny to the scope of the search, so to ensure the search is as narrowly tailored as possible to the goal of seizing evidence specifically described in a warrant. The magistrate must ensure that a search for particularized evidence based on probable cause and authorized in a warrant does not devolve into the kind of general search the police conducted here. To this end, the ideas behind some of the majority's guidelines are sensible: specialized personnel, and not investigators, ought to conduct electronic searches, and the search protocol should be designed to uncover only the information for which the government has probable cause. In United States v. Tamura,
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 694 F.2d 591 (9th Cir.1982), we held the magistrate should oversee the search process; perhaps the instant case counsels that such oversight ought to be quite close. But identifying these important Fourth Amendment goals does not permit us to disregard the Supreme Court's jurisprudence on “plain view” as to computer searches simply because we prefer policies that conflict with the rules the Court has established.
II
Second, the establishment of guidelines (which are little more than dicta but are nonetheless binding precedent in this circuit, see Brand X Internet Servs. v. FCC,
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 345 F.3d 1120, 1130 (9th Cir.2003)) in the manner chosen by the majority goes against the grain of the common law method of reasoned decisionmaking, by which rules evolve from cases over time. This is particularly troublesome in a rapidly developing area of law such as this one, as computer search capabilities improve exponentially by the month.

[Comparing relative institutional advantages and disadvantages the Courts have as compared to Congress.]
III
Third, one reason for adopting a more deliberative, common law approach is because the majority's guidelines raise substantial practical problems, which the opinion fails to address, with respect to the consequences of the bright line rules the majority establishes. For example, the Supreme Court has held that if evidence seized by police is contraband, it can never be returned.
Child pornography is contraband, and there is no right for a citizen ever to possess it. The opinion does not explain whether a “third party” computer technician-as the majority requires the police to hire if they will not voluntarily foreswear use of the “plain view” exception-who comes across child pornography yet refuses to report it immediately, or returns it as part of data seized and searched, can himself be held liable for the possession of child pornography. Indeed, the opinion does not explain whether the police must destroy illegally seized contraband that implicates a third party-a participant in the contraband pornography still or video-who does not have a property interest in the illegally seized evidence and, therefore, would not have standing to suppress its use in evidence. Such is the problem with issuing bright line rules at the expense of developing the law through the common law method.
Perhaps the test should be whether, under the facts of the particular case, the police have executed the search warrant in a “narrowly tailored” manner. For example, in the electronic search context, a dotcom start-up company may well create software next week or next month that can accurately search through electronic storage media to report only the handful of files most likely responsive to a warrant. *1020 Then a computer specialist conducting the search would be able to open a small number of potentially responsive files, selected by the software, instead of thousands. In a perfect world, the specialist would find the responsive file on the first click; then, the specialist must stop. But suppose the responsive file is the second file opened, and the first file contains an image of child pornography. According to the majority, the specialist must ignore the child pornography and cannot use it as probable cause for a future search warrant. But why should that be, given the limitations on the scope of the search the software put in place? Are we certain that such a search automatically and always fails to comport with the Constitution?
Rather, it is more sensible to permit the specialist to report the child pornography image to a police investigator, who may seize the file to use as evidence at a trial. The investigator may also opt to return to the magistrate and explain that, although the government employed the narrowest search protocol possible, the specialist unavoidably “came across” contraband, the illegality of which was “immediately apparent.” The magistrate ought to have discretionary power to expand the warrant to permit a search for additional child pornography, after deciding whether the specialist's search of the data that uncovered the first child pornography file was truly based on the most limited possible search parameter, or if the specialist took some volitional step to view the data beyond what was necessary to procure the evidence in the warrant. If the latter, the seized file would be subject to a motion to suppress, or, if non-contraband, a motion for return of evidence under Rule 41(g). In general, the magistrate is best suited, and is perfectly capable, of deciding whether a “plain view” seizure is based on a sufficiently narrow search of seized intermingled files to comport with the Fourth Amendment, given the specific facts of the case.
* * *
For the reasons discussed above, I concur in the majority's analysis of the facts and law as applied to this case. I do not, however, concur in the majority's proposed guidelines. It would be nice to give magistrates clear “guidance” when possible. But that is true in all cases, and yet we still approach that goal by issuing rulings on the facts before us, and nothing more.
