BEGIN TIMING NOW: 120 MINUTES

PROBLEM ONE (One Hour; 50 Points)

William Hacker (“Hacker”) works as a helpdesk support employee for ABC Corp. One day, Hacker is assigned to help the Chief Financial Officer (“CFO”), who is having trouble with her office computer. While looking through her computer’s hard drive trying to solve the problem, Hacker finds a document labeled “Confidential Financial Crisis.doc”. Curious, he tries to open the document, but finds it protected by a password. He copies the document to his flash drive to examine later.
1A. If Hacker does nothing else, has he committed any violations of 18 U.S.C. § 1030(a)(2) or 1030(a)(5)?

At home, Hacker tries again to open the file, but no matter what he tries, he cannot guess or circumvent the password. He then remembers that the CFO’s office computer had been logged into the MyFace social networking site. He searches MyFace for the CFO, but her account is accessible only to friends. While logged into his own MyFace account, Hacker sends a friend request to her, attaching a note that says, “It’s me, William Hacker, the IT guy at work who tried to fix your computer today.” A day later, she accepts the request and adds Hacker to her friends list. He scans her recent updates and notices that she constantly talks about her dog, “Muffie.” He tries using “Muffie” as the password to the document he took from the CFO’s computer, and it works. As he scans the document, he sees pages of information revealing that the company is in deep financial crisis.
1B. Has he now committed any violations of 18 U.S.C. § 1030(a)(2) or 1030(a)(5)?

Finally, he posts the contents of the document in the comments of a well-read blog that serves as a watchdog for ABC Corp. Within hours, the post is reported on major news websites. Over the following week, ABC Corp’s share price falls 95%.
1C. Has he now committed any violations of 18 U.S.C. § 1030(a)(2) or 1030(a)(5)?

1D. For any violations listed in 1A, 1B, 1C, what maximum jail sentences does he face? 
PROBLEM TWO (One Hour, 50 Points)

Jack Jones is a photographer who sells photographs that he has taken on the web. He focuses on creating stock images of people for others to use in marketing materials and on their websites. Recently, he began noticing that he was selling many copies of photos of children that he had taken a few months earlier at a park. After searching Google, he realized that the park photos were being linked to by a public message board called “Young Boys Fan Club.” After perusing the site, he realized that the message board was for pedophiles and child predators.
Although he was greatly concerned, he had never enjoyed sales like these before, and the kids in the photos were all clothed and simply playing on playground equipment, so he did not feel like it was his problem. Instead, he dug through his storage of memory cards, finding hundreds of other photos he had taken in the park but not yet posted. Sure enough, he began to sell thousands of additional photos, increasing his revenue tenfold.
The FBI learned about Jones when they arrested one of Jones’s purchasers for having hundreds of images of child pornography, among which were mixed Jones’s pictures.
2A. Has Jones violated any criminal laws we have studied?

Assume that Jones has not yet been approached by the FBI. Jones notices that he tends to sell more photos of boys who appear to be younger than 10 years old, and he tends to sell more photos of boys pictured alone, rather than in groups. In order to increase sales even more, he moves those photos up to the front page of his website. He also uses Photoshop, a popular photo-editing program, to “erase” children in the background, to focus attention on boys framed in the middle of the photos.
Jones also begins to read the “Young Boys Fan Club” message board, looking for people who are linking to his website. Whenever he sees a link to his site, he posts a reply, urging people to look at the rest of “his collection,” promising “a lot more of this kind of thing.” All of these strategies work, and Jones begins to make more money than ever.

2B. Has Jones now violated any criminal laws we have studied?

2C. Should Congress create a new criminal law or modify an existing law to prohibit what Jones has done? Would such a law be Constitutional under the First Amendment?
