Professor Ohm

Computer Crime, Fall 2009

Model Answer to Problem One of Sample Substantive Exam Question

Caveats

1. The problem with this exam question is it assumes the test taker is familiar with how social networking sites work. Indeed, some of the points available for authorization depend on having prior knowledge about what it means to request someone to be your friend on sites like Facebook. On the real exam, I would not make this assumption.
2. This question contains fewer issues than I am likely to include in an actual final exam, although only by a little bit.

3. My model answer is likely to be both overinclusive and underinclusive
Overinclusive: I spent over an hour issue spotting and outlining this answer. I am sure I spotted a few answers that few students would have spotted, in many cases because the issues I spotted were so picayune as to be easy to miss. Don’t be discouraged if you missed some of these.

Underinclusive: Every year, I am surprised by how many issues students spot that I didn’t. I am sure this has happened this time as well. 

Threshhold Issues for all parts of Problem One:
Call of the question
Focus only on one defendant—Hacker

Focus only on two statutory sections—1030(a)(2) and (a)(5)

But both have multiple subsections

1030(a)(2) Elements:
Intentionally

Access a computer

Authorization

Without authorization OR
Exceeds authorized access

Thereby obtains information
(a)(2)(A) [relating to a financial institution]

 (a)(2)(B) from any department or agency of the U.S.
(a)(2)(C) from any protected computer

1030(a)(5)(A) Elements:
Knowingly

Causes the transmission of

Program

Information

Code OR

Command

And as a result of such conduct

Intentionally

Causes damage

Without authorization

To a protected computer

1030(a)(5)(B) and (C) Elements:
Intentionally

Access a computer

Without authorization

And as a result of such conduct
(a)(5)(B) Recklessly

Causes

Damage

(a)(5)(C)

Causes [no mens rea]
Damage AND

Loss

Subproblem 1A
Authorization?
Relevant for (a)(2) and (a)(5)

Main complicating factor: He’s the IT helpdesk support employee

So, for each possibly criminal action, did it fall within the scope of his authorization?
Need a discussion about how we can tell what an IT helpdesk support employee is authorized to do and not authorized to do:

Possible sources to consult:

Training manuals and interviews with bosses.

Presence or absence of technical constraints on particular IT employees. (In other words, are some given more access to computers than others?)
Standard industry practices

Expert testimony

Applied to Subproblem 1A:

Some of Hacker’s acts seem well within a typical IT employee’s authority

looking through computer

opening documents

copying files to examine them later

BUT, may turn on precisely what the CFO complained about (e.g., if it’s a problem with a high-pitched whistle from the computer, seems like it doesn’t give much authority to copy files.)

Some of Hacker’s acts seem arguably outside IT employee’s typical authority

Trying to open a file labeled “Confidential”

Particularly on an executive’s computer?

Copying a file to examine later

Certainly, implication that he’s doing this to be nosy, not to help diagnose the problem.

Conclusion

(Fine if you concluded opposite)

Probably some acts here done without authorization or in excess of authorization.
Additional wrinkle: (a)(5) applies only to acts done “without authorization.”
Does the fact that Congress could have included “exceeds authorized access” but chose not to mean that (a)(5) cannot apply here?

Casebook has detailed discussion of distinction (pages 70-72 Note 3) that we didn’t discuss much in class, but goes through implications of differing conclusions.
Even deeper: Policy discussion: If we read a lot of meaning into the distinction, then almost anything done by an IT employee would, arguably, fall outside 1030(a)(5), and that can’t be.
Access?
What are the potential acts that might have constituted “access”?

Working on CFO’s computer

Trying to open the file

Copying the file

All of the above

Note relationship between this question and the authorization question

In other words, he did a lot of things with the computer, only some of which arguably exceed authorization, so only those acts can qualify as the “access.”

Note that “access” is not defined.

Working on CFO’s computer is most likely access, however it is construed.

What about trying to open the file but failing because of the password?
Is this access?
Compare differing results in Allen and Riley which involved dialing computer modems and seeing password prompts.

Allen: No Access

Riley: Access

Which is this more like?

Can argue either way.
Even deeper issue spotting: the statute is about accessing computers not accessing files
Copying file?
Probably an access.

Few points for noting that (a)(5)(A) doesn’t require access at all. Just “transmission of a program, information, code, or command”

Undoubtedly met here.

(a)(2)(C): Obtaining Information

Did he “obtain information”?
Probably: He copied the file to the flash drive.

BUT: clever argument

Because the file is password protected, no information has been “obtained” yet.
(a)(5): Damage

Has he caused any damage?

Sweeping definition: “any impairment to the integrity or availability of data, a program, a system, or information”

Possible argument that he has “impaired” the “integrity” of the system or the data.
Talk about how Congress intended this to have a broad interpretation.
(a)(5)(C): Loss

Unlike (a)(5)(B), must cause loss for (a)(5)(C).

Defined: “any reasonable cost to any victim, including the cost of responding to an offense, conducting a damage assessment, and restoring the data, program, system, or information to its condition prior to the offense, and any revenue lost, cost incurred, or other consequential damages incurred because of interruption of service;”

No facts here to let us analyze this element. Presumably, a lot of clean-up, follow-up investigation required, which would trigger at least some loss.

Mens Rea

Assuming all of the prior hurdles cleared, likely that he did any culpable acts intentionally, thereby satisfying all requirements in Act.

Conclusion?

As always, on a law school exam, the conclusion almost never matters and can go either way.

BUT, you miss some points if you fail to state a conclusion

One supported by prior analysis.

Subproblem 1B :
In addition to referring back to much of the analysis in 1A…

Does conduct back at home even matter?
Because 1030 is tied to access and authorization, it seems a little odd to continue to analyze facts that happen once Hacker is back at home.
On this point, you should probably argue both sides:

No, they don’t matter:

On the one hand, most of the accesses at home involve his home computer, to which he is undoubtedly authorized to access as he pleases.

Yes, they matter:

On the other hand, you might argue that some questions of authorization aren’t answered until he guesses the password and opens the file, so the home activity matters.
ALSO, even if what happens at home doesn’t count as an access, they might answer downstream questions tied to the access in the CFO’s office that are necessary to decide whether a crime has been committed:
1. Was information obtained?

2. Was damage caused?

FINALLY: He accessed the MyFace servers, so those are analyzed separately.

Did he access MyFace?
Yes.

Was he authorized to access MyFace?

Deep discussion about the “friending” of the CFO
But, as I say in the caveats above, I won’t do this on your final, because it presumes prior knowledge of how social networks work.

Seems like he was pretty up-front with CFO:
Used own account

Stated real name

Gave her enough context to avoid tricking her about his identity

She voluntarily friended him, and she easily could’ve declined.

Hard to imagine how this isn’t authorized.

BUT: Different conclusion because he had an ulterior motive, one which if known to the CFO, would’ve led her to reject the request?

ALSO, even if he is authorized, it’s just to access MyFace, and it doesn’t excuse unauthorized acts done back in her office.

What results from entering the password in the file?

If the earlier access didn’t result in his “obtaining information,” then this one might complete the (a)(2)(C) crime.

Might turn on what court construes “thereby” in (a)(2) to mean.
How attenuated (in time and space) is still “thereby”?
Probably little new analysis for (a)(5).

Conclusion

Subproblem 1C
New facts suggest loss
Definition quoted above.
Is this the kind of loss meant by Congress in 1030?

Refer back to problems discussed in class about Note 2 on casebook page 92.

Also cite language from Nexans (page 93)

Loss from way information used by defendants is not loss under 1030.
At any rate, the reposting by the news wires seems to attenuate this away from Hacker even further.

If there had been any doubts about access or “transmission,” you might try a very creative argument about the posting to the web constituting the “transmission of information” which led to the damage.
By removing the computer, perhaps this cures some of the earlier described problems with Loss and Authorization, but it’s such a huge stretch.

But this is only worth a few points, because it’s such a long shot

Subproblem 1D:

Sections of 1030 to consult:
For (a)(2), see 1030(c)(2)

For (a)(5), see 1030(c)(4)

Prior convictions?

All of these sentences increased for prior convictions for 1030 violations or attempted 1030 violations.
But no facts supplied here, so no need to analyze further. Points for flagging it as a possibility.

1030(c)(2):

For the “obtaining information” crime:

Probably faces only one year (c)(2)(A)
Might get five year felony instead in one of three cases:
Commercial advantage or private financial gain

Unclear. Why was he leaking this information?

Ironically, he probably stands to lose more than gain if his company’s problems are known (job loss, loss of equity in investments)

In furtherance of crime or tort

Perhaps there is a tort here, e.g., for theft of trade secrets. But not the topic of this class, so points only for flagging this.

If value of information exceeds $5,000

How do you value information that shows a company is in big financial trouble?

Not really a market for this kind of information

But undoubtedly valuable.

So maybe, but we need more facts.

1030(c)(4)

At least a one-year misdemeanor (c)(4)(G)

Possibly a five-year felony for causing the following sub-requirements of (c)(4)(A):

I: $5,000 in loss

Repeat earlier arguments:

Is this “loss”

Is this $5,000?

Maybe II (medical-related) or IV (threat to public health or safety) or V (US Government-related) depending on what ABC Corp. does.

