BEGIN TIMING NOW: 120 MINUTES

PROBLEM ONE (One Hour; 50 Points)

William Hacker (“Hacker”) works as a helpdesk support employee 
for ABC Corp. One day, Hacker is assigned to help the Chief Financial Officer (“CFO”), who is having trouble with her 
office computer. While looking through her computer’s 
hard drive trying to solve the problem, Hacker finds a document labeled “Confidential 
Financial Crisis.doc”. Curious
, he tries to open the document, but finds it protected by a password
. He copies 
the document to his flash drive to examine later.
1A. If Hacker does nothing else, has he committed any violations of 18 U.S.C. § 1030(a)(2) or 1030(a)(5)?

At home, Hacker tries again to open the file
, but no matter what he tries, he cannot guess or circumvent the password
. He then remembers that the CFO’s office computer had been logged into the MyFace social networking site
. He searches MyFace for the CFO, but her account is accessible only to friends. While logged into his own 
MyFace account, Hacker sends a friend request to her, attaching a note that says, “It’s me, William Hacker, the IT guy at work who tried to fix your computer today
.” A day later, she accepts 
the request and adds Hacker to her friends list
. He scans her recent updates 
and notices that she constantly talks about her dog, “Muffie.” He tries using “Muffie” as the password 
to the document he took from the CFO’s computer, and it works
. As he scans the document, he sees pages of information revealing that the company is in deep financial crisis.
1B. Has he now committed any violations of 18 U.S.C. § 1030(a)(2) or 1030(a)(5)?

Finally, he posts the contents 
of the document in the comments of a well-read blog that serves as a watchdog for ABC Corp. Within hours, the post is reported on major news websites
. Over the following week, ABC Corp’s share price falls 95%.

1C. Has he now committed any violations of 18 U.S.C. § 1030(a)(2) or 1030(a)(5)?

1D. For any violations listed in 1A, 1B, 1C, what maximum jail sentences does he face? 
�Authorization?


�Authorization?


�Obtaining information


�Authorization?


�Motive as to authorization


�Access?


�Obtains information


�Additional access?


�Like authorization cases having to do with technical restrictions, but not exactly.


�Red herring: Because it was on the screen, probably not access and almost definitely within scope of authorization.


�Relevant to authorization, because he’s not masking his identity 


�Again, very explicit about his identity (if not his intent)


�Authorization?


�Authorization? (But only to access her MyFace data, not the original file.)


�Authorized.


�Access?


�Access?


�Transmission of information?


�Not this defendant’s actions


�Damage? Loss?





