Professor Ohm

Computer Crime, Fall 2009

Model Answer to Problem Three of Sample Procedural Exam Question, Casebook Page 531
Caveats

1. This question contains fewer issues than I am likely to include in an actual final exam.

2. My model answer is likely to be both overinclusive and underinclusive
Overinclusive: I am sure I spotted a few answers that few students would have spotted, in many cases because the issues I spotted were so picayune as to be easy to miss. Don’t be discouraged if you missed some of these.

Underinclusive: Every year, I am surprised by how many issues students spot that I didn’t. I am sure this has happened this time as well. 

Threshhold Issues for all parts of Problem Three:
Call of the question
Note that the question (which is back on page 529) asks about BOTH
Statutory privacy laws AND

Fourth Amendment

AND the question explicitly refers to “the investigation,” which suggests that we should look at the actions of private parties (to see if they committed any crimes, for example), not just to the state action.

To help organize the answer, list all of the actions done by the government and by AOL: (Letters used later)
FBI Agent Did:

A. Entered AOL chat room undercover
B. Sent instant message to other user
C. Served subpoena on AOL asking for
1. Name and billing address on file
2. Additional screennames associated with the account
3. Any images of child porn stored as an attachment in any email sent from/to that account
D. Received material sent in response
AOL Employee Did:

E. Received subpoena from FBI agent.
F. Printed out all basic subscriber info listed in 2702(c)(2) relating to account (including alternative screennames)
G. Looked through stored e-mail in the account
H. Finds nine images which appear to be child porn
I. Sends fax to Agent.

AOL Employee SENT to FBI Agent via fax:

J. Page of basic subscriber information
K. List of other screennames

L. Nine images of child porn.
Note on Organization:

You can organize this answer in many ways. I thought of two that seemed to work well:

Action by action

Law by law

In this model, I have organized things by action.

A – D: FBI agent’s actions in the chat room

Actions:

FBI Agent Did:

A. Entered AOL chat room undercover

B. Sent instant message to other user

C. Served subpoena on AOL asking for

4. Name and billing address on file

5. Additional screennames associated with the account

6. Any images of child porn stored as an attachment in any email sent from/to that account

D. Received material sent in response

Fourth Amendment
Search?

Issue: Does a participant in a chat room have a REP in the things he/she says?
We may need to know additional facts:
Password protected?

How did people find the chat room? Advertised on main directory? Only for those “in the know”?
But can’t analyze without facts.

If no password and easy-to-find, hard to imagine a court would find REP.
Analogize to speaking in a public place, within earshot of other people.

This is mostly an objective prong analysis.

Perhaps, people might have a subjective EP, but probably no objective analysis.
(Could have argued this the other way, which would have been more difficult, but arguments exist.)

Even if this involved a search, are there any exceptions?
Pretty squarely a Hoffa situation. Assumption of risk.
Conclusion?

Your answer may differ:

No violation of Fourth Amendment.

Probably no REP

Hoffa.

Wiretap / Pen Register and Trap and Trace Act

Issue: Did agent violate 18 USC 2511?
Prima facie case

Interception?

Probably. Acquisition of contents of electronic communication contemporaneous with transmission.

Exceptions?
Consent?
Yes. FBI Agent consented.
And target probably also consented, because facts suggest that he was aware that the other person would “acquire” and thus “intercept” his communications.
And only one-party consent for Federal Wiretap law.

Stored Communications Act
No SCA facts for these actions.

E – I: AOL Employee’s actions in response to Subpoena

Actions

For organizational purposes, focus on the actions the employee took, not on what the employee produced, because that’s addressed in next part.

AOL Employee Did:

E. Received subpoena from FBI agent.

F. Printed out all basic subscriber info listed in 2702(c)(2) relating to account (including alternative screennames)

G. Looked through stored e-mail in the account

H. Finds nine images which appear to be child porn

I. Sends fax to Agent.

Fourth Amendment

Threshhold: Government Action or Private Search?

Because all actions followed receipt of subpoena, and complied with requests in subpoena, almost definitely Government Action

Easy case. No Jarrett issues.

Search?

In the basic subscriber information associated with his account.

Probably no REP. See Hambrick.

See Smith and Miller. Close analogs.

In the list of other screennames associated with his account.

Probably no REP under a Hambrick-like analysis, but a closer call.

One could construct an (elaborate) argument that this is unlike Smith and Miller, perhaps arguing that unlike billing addresses (which are necessary for billing) or numbers dialed (which are necessary to route a call), you are not conveying your alternate screennames for your ISP’s use.

This is probably a loser argument, because there is some reason AOL needs to track your other screenames (billing?)

But we don’t have those facts.
But, if you really want to cling to this theory, you could even argue that alternate screennames have useful first amendment values because they let you speak under different personas, which allow you to experiment with different masks.

But, if you spend more than a minute or two on this, you’re wasting your time!

In the contents of email messages stored with a provider.

We had this debate a bit in class, so you should try to recreate it here.

Sketch of argument:

Unlike Smith or Miller, your provider doesn’t use the contents of your stored email messages at all.

Also, email messages today operate like phone calls at the time of Katz. It would seem a little odd to have Katz’s protection effectively eviscerated today because we have switched to a different predominant form of communication, one that involves storage inherently.

You should probably also engage the counter-argument, and either refute it or embrace it:

Customers don’t expect their email inboxes to be inviolate. In fact, email accounts are often accessed by providers:

To search for spam.

Gmail ads.

Viruses

And Terms of Service often warn users that their accounts might be accessed.

So this all adds up to an assumption of risk.

Even if this involved a search, are there any exceptions?

Basic Subscriber Info

Probably not a search, but if so, no apparent exception.

Alternate screennames

Same as for basic subscriber info

Contents of email

Same.

Maybe one point for remembering that the dog sniff cases have some bearing on child porn, but not really present on these facts.

Conclusion?

Basic Subscriber Info

No violation of Fourth Amendment.

Probably no REP/Smith and Miller

Alternate Screennames

Same

Contents of Email

Possible Fourth Amendment violation.

(In reality, remember that the subpoena complicates the Fourth Amendment analysis a tiny bit, but  we didn’t read that material in class, so no points for flagging it.)

Wiretap / Pen Register and Trap and Trace Act

All of the content and non-content information obtained had been long-stored, so probably no wiretap/pen-trap issues.
Some of the email messages perused might have very recently arrived in the inbox, but that’s probably not enough to qualify for wiretap.

This is an advanced idea that we only barely touched upon in class, so wouldn’t expect many to get it.
Stored Communications Act

Because we’re not focused on this Disclosure in this part of the analysis, the focus should be primarily on section 2701.
We didn’t discuss section 2701 in class, and although it was assigned, I would only offer a point or two for discussing 2701.

The bottom line is 2701 has a very broad exception for providers, 18 USC 2701(c)(1), which almost certainly would immunize what the AOL employee did here.

J – L: What AOL gave to the FBI agent

Actions

AOL Employee SENT to FBI Agent via fax:

J. Page of basic subscriber information

K. List of other screennames

L. Nine images of child porn.

Fourth Amendment

Same Analysis as for E - I, above.
Wiretap / Pen Register and Trap and Trace Act

Same analysis as under E – I, above.
Stored Communications Act

Threshold issue: Is this voluntary or compelled disclosure?
This is almost certainly compelled disclosure. AOL wasn’t looking at this data until it received a subpoena from the FBI.
This thus doesn’t raise the harder borderline cases covered in note 3 on pages 522-24 of the casebook.

One clever argument remains:

The subpoena requested only name and billing address

But the provider produced “all of the basic subscriber information listed in 2703(c)(2)”.

There might be an argument that the over-production amounted to voluntary disclosure.
This is probably too clever to merit many points, but it bears a little discussion.

It also requires a little more time spent on the 2702 exceptions, which would otherwise not be raised on these facts.

Threshold Issue #2: Is AOL a provider to the public?

Yes.

Threshold Issue #3: Did the FBI have ample justification to obtain a subpoena?

Subpoenas require nothing but relevance, and that’s almost certainly met here.
One odd fact: the events in the chatroom suggest child predation but unclear how that relates to likelihood of possession of child porn.
But at the relevance standard, this probably isn’t an issue.

Permissible compelled disclosure?
As compelled disclosure, we should focus on the rightmost two columns of the chart.
J: Basic Subscriber Info
According to the chart, basic subscriber info may be compelled with a subpoena and without notice to the subscriber.
So this seems to satisfy the statute.

But the “clever” issue from above applies: does the provider violate the statute by producing basic subscriber info that could have been obtained with a subpoena if the subpoena served doesn’t actually ask for that information?

No clear answer, but you should discuss.

K: List of other screennames

2703(c)(2)(E) applies to “name or identity” but it is unclear whether this refers to “other” screennames.
If this falls within that phrase, then this complies with the statute.

If this falls outside that phrase, then this probably counts as “non-content records” that are not allowed to be compelled with only a subpoena.

A (d) order or search warrant would be required.

Should conclude, but could go either way.

L: Nine attached images of child porn.
These are contents of communications, so focus on the first three rows of the chart.

These were included in email messages in storage, so we need to talk about Theofel.
If Theofel is the governing rule, then we need to know whether the email messages were opened or unopened. But we don’t have that fact.

Maybe a point or two for explaining the split between Theofel and traditional understanding of “electronic storage.”
Under Theofel, all of the contents of the messages would require a search warrant to access, so this would violate the SCA.
Under the traditional understanding, subpoenas with notice can be used to access contents in storage except for unopened email, so this might be okay.

But only if they gave notice or delayed notice under 2705.

And under any interpretation, email messages older than 180 days can be obtained with subpoenas with notice, so this would also be okay.
Conclusion

Should state conclusion.

Also, would get another point or two for talking about remedies for any violations.

No suppression.

Possible civil remedies and administrative sanctions.
But not clear that this fell within the call of the question, so only a point or two for raising this.

Permissible Voluntary Disclosure?

Again, there is a very clever argument that some of this qualifies as voluntary disclosure (the basic subscriber information that falls outside the things requested in the subpoena.)
So you might get a point or two for talking about 2702.

Under 2702(b) and 2702(c), certain exceptions to prohibition:

Consent

What do terms of service for AOL say?

To National Center for Missing and Exploited Center in connection with a report submitted under Section 227

We didn’t cover this, but maybe a point for spotting this, given nature of case.

No use talking about 2702(b)(7) exception for evidence of a crime inadvertently obtained for two reasons.

Hard to argue that this was inadvertently obtained.

No argument that the contents were voluntarily disclosed any way. 
