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PART IV. THE FOUR FACTOR TEST
*50 Courts have asked whether communications are vulnerable to interception, instead of whether they should be vulnerable to interception. In limiting their inquiry to what is possible rather than what should be constitutional, judges inappropriately yield the evolution of communications privacy to the vagaries of technological developments and neglect the essential role of the law in shaping practices rather than merely reflecting them. To fulfill their constitutional obligations, courts must adopt a test that they are willing to apply and that makes sense to apply. A four factor test that determines constitutional regulation of an investigative technique by evaluating whether it is a hidden, intrusive, indiscriminate, and continuous method of surveillance makes sense to apply because it correctly places the focus on law enforcement's methods. That seven Courts of Appeal used the test to extend the core protections of the Wiretap Act to targets of video surveillance demonstrates that courts are willing to apply the test as well.


A. The Video Surveillance Cases
*51 In Berger, the Supreme Court set forth the constitutional requirements for any statute that purported to authorize law enforcement's use of electronic surveillance of telephone communications. To avoid giving investigators a “roving commission” to search any and all conversations, the Berger court required applications for court orders to establish not just probable cause but also to identify both the person targeted and the conversations sought. [FN72] In addition to requiring the active involvement of a judge in granting court orders, the Court required that the warrant be returned to the granting judge, so that the officer alone would not decide how to use any conversations seized. Overall, the Court emphasized the need for “adequate judicial supervision or protective procedures.” [FN73] Six months later, in Katz, the Court affirmed that suppression remedies would be accorded to victims of unlawful surveillance so that after-surveillance review could ensure that officers had complied with the Fourth Amendment requirements. [FN74]
*52 In Berger and Katz, the Supreme Court clearly established that the Fourth Amendment does not trust the executive branch to review its own electronic surveillance practices. In fact, after the majority in Berger described the high hurdles law enforcement agents would have to surmount before their surveillance could pass constitutional muster, two dissenters accused the majority of trying to prohibit such electronic surveillance altogether. [FN75] Nonetheless, Congress succeeded in designing a constitutionally sufficient regulatory scheme for traditional electronic surveillance, the Wiretap Act of 1968. The Wiretap Act incorporated the highly protective and demanding procedural safeguards required by Berger and Katz. [FN76]
*53 When seven Courts of Appeals considered how to regulate silent video surveillance in the mid-1980's and early 1990's, they determined that video surveillance also requires a heightened level of judicial oversight. [FN77] Like wiretapping, and unlike one-shot physical searches for which a traditional warrant usually suffices, video surveillance is hidden, intrusive, indiscriminate, and continuous and therefore particularly susceptible to abuse. [FN78] In other words, video surveillance divulges a wide range of private information over a significant period of time, unbeknownst to the target of that surveillance, and excessively intrudes on privacy rights when not kept in check. For that reason, seven federal appellate courts agreed that video surveillance must be subject to the same core constitutional protections as wiretapping. [FN79]
*54 Because the four factors identified made video surveillance, like wiretapping, particularly susceptible to abuse, the Courts of Appeals imposed those provisions of the Wiretap Act that they viewed as incorporating the Fourth Amendment particularity requirement. [FN80] The Courts of Appeals held that as a matter of constitutional law, 1) agents seeking to use video surveillance would need to establish that video surveillance was being used as a last resort, because other less intrusive methods would not work; 2) the court order authorizing the surveillance would have to particularly describe the activity sought to be videotaped and the particular offense to which the surveillance related; 3) the court order could not allow surveillance to go on longer than necessary to achieve its objective or in any event longer than thirty days unless the order were extended; and 4) the court order would have to require that the surveillance be conducted so as to minimize the videotaping of activity not otherwise subject to surveillance. [FN81]
*55 Because the federal statutes did not cover silent video surveillance for domestic law enforcement purposes, the Courts of Appeals wrote on a clean slate. [FN82] Yet, while their decisions came after Katz, Miller, and Smith, the Courts of Appeals avoided the reasonable expectation of privacy analysis altogether. Instead, the Courts assessed the characteristics of video surveillance against the characteristics of wiretapping. They extended heightened constitutional privacy protection to targets in a safe house, a warehouse, a backyard, and an apartment building, without deep analysis into what those occupants should have thought about whether they were vulnerable to filming. In fact, when the Seventh Circuit did consider the reasonable expectation of privacy, it suggested that a more intrusive search, such as one that filmed the inside of a private home, might have to be subjected to even further constraints, such as a total ban. [FN83]
*56 Instead of applying a strained assumption of risk analysis, or settling for a superficial inquiry into whether the targets were somehow subject to view by others, the Courts of Appeals assessed the nature of the surveillance method itself in light of Fourth Amendment values. The Courts considered what impact it would have on society if they were to leave video surveillance, with its high potential for abuse, unregulated. In several of the cases, the courts invoked in their analysis Orwell's dystopian vision of a surveillance state. [FN84] Were law enforcement agents able to make their own decisions, independent of judicial involvement, about whom, when, what, and where to film, that would present an unacceptable risk of an Orwellian state. In sum, the courts shifted their focus away from an unmanageable inquiry into what the targets believed about surveillance of which they were unaware and considered the nature of the government's surveillance practice in light of the rights the Fourth Amendment was designed to secure.

*57 In the next section I advocate a similar approach to questions of online surveillance, and, in particular to the surveillance of stored e-mail.


B. The Four Factor Test
*58 Scholars and judges agree that the Fourth Amendment was designed to prevent the use of general warrants and writs of assistance that the British had abused in the years leading up to the American Revolution. [FN85] General warrants provided excessive executive authority to search private places, such as homes, without any particularized reason to believe that such searches would be fruitful. The Fourth Amendment, from its clear language, requires that whenever warrants are issued, they must be issued on the basis of particularized facts and probable cause. [FN86] History also establishes the longstanding constitutional mandate that law enforcement officers should not have unfettered discretion to intrude upon private areas, even though such intrusions could yield incriminating information. As the Supreme Court recognized in a case involving domestic wiretapping for national security purposes, “the historical judgment, which the Fourth Amendment accepts, is that unreviewed executive discretion may yield too readily to pressures to obtain incriminating evidence and over look potential invasions of privacy and protected speech.” [FN87] As a result, courts have long played a role in confining law enforcement investigative powers within constitutional bounds.

*59 It is important to recognize another aspect of the historical record. Both the framers and the Supreme Court have appreciated the need for courts to invalidate, on constitutional grounds, congressional legislation that insufficiently reins in executive search and surveillance authority. Professor Thomas Davies, in a comprehensive overview of the period leading up to the passage of the Bill of Rights, found that a significant motivation for the Fourth Amendment was the framers' concern that Congress might authorize general warrants by statute. [FN88] The framers intended the Fourth Amendment not only to preclude executive branch use of general warrants, but also to preclude congressional authorization of general warrants. [FN89] Almost two hundred years later, the Supreme Court realized that vision in Berger v. New York, when it struck down New York's wiretapping statute for violating the Fourth Amendment. The Court determined that the legislation's insufficient procedural safeguards effectively permitted law enforcement agents to use a general warrant for wiretapping. [FN90]
*60 With that history in mind, courts should subject those laws Congress passes to regulate modern electronic surveillance practice to searching constitutional review. It is wholly inappropriate to defer to Congress' interpretation of what the Fourth Amendment requires; that puts the cart of statutory law before the horse of constitutional minimums that constrain that law. [FN91] Courts must determine for themselves what the Constitution requires before law enforcement investigators may access new electronic communications technologies. [FN92] Because the technologies themselves, the information available, and the methods of its acquisition are all new, courts may not take other shortcuts such as applying inappropriate analogies. Instead, they must step back and consider the constitutional question with reference to core Fourth Amendment concerns. The four factor test does just that.

*61 The next section discusses how each of the four factors promotes Fourth Amendment values. It uses the four factor test to assess whether stored e-mails enjoy the protections of the Fourth Amendment against government demands to produce them. Application of the four factor test to the question posed in the Warshak case illustrates the test's ability to determine the constitutional regulation of a modern government surveillance method.


1. Hidden
*62 It should be obvious that those government searches that proceed in secret have a greater need for judicial intervention and approval than those that do not. Investigative methods that operate out in the open may be challenged at the time of the search by those who observe it. The target of the search is likely to find out about it, and she in turn can challenge the search in court. [FN93] Both the target and other observers may pressure law enforcement agents to conform their investigation to whatever legal authority they have, such as a warrant, or to act within appropriate bounds if the investigation does not require a warrant. On the other hand, in the absence of judicial oversight, victims of hidden surveillance must rely on self-disclosure by law enforcement agents of the fact and nature of the surveillance they have undertaken. Surveillance that is hidden therefore requires judicial intervention to ensure that it proceeds only after appropriate justification, within justified bounds, and with proper provision of notice to the target after the fact.

*63 When law enforcement agents demand that an ISP disclose its users' electronic communications, the ECPA permits them to request that the provider keep its compliance secret. [FN94] In that way, law enforcement acquisition of stored e-mails can be quite hidden, and certainly as hidden as either traditional wiretaps or silent video surveillance. In fact, the target of a traditional wiretap or video surveillance likely has a better chance of discovering that he was surveilled than someone whose e-mails are disclosed. Targets of traditional wiretapping and video surveillance may sometimes observe agents installing the device or otherwise detect its presence, but law enforcement agents can obtain stored e-mails from a service provider without coming anywhere near the target himself.


2. Intrusive
*64 The intrusiveness factor identifies those investigations that give law enforcement access to information that implicates Fourth Amendment concerns. While the intrusiveness inquiry requires a judgment about levels of intrusiveness, the inquiry is not entirely open-ended. When the Seventh Circuit first established that video surveillance was intrusive, the Courts of Appeals that followed did not need to redo the intrusiveness analysis each time they considered video surveillance. That the video cameras filmed people's activities in places that were not open to the general public was sufficient for courts to consider video surveillance to be intrusive. No individualized inquiry into what the filmed topics were actually doing was necessary.

*65 In implementing the intrusiveness factor of the four factor test, courts should assess the richness of the information acquired, and not the physical intrusiveness of the surveillance. Since Katz repudiated the need to have a physical trespass in order to implicate the Fourth Amendment, a focus on physical intrusions is entirely misplaced. [FN95] The Courts of Appeals, in evaluating video surveillance, assessed the quality of the information provided by it, and observed that video surveillance yields at least as much information as a wiretap, and likely more. [FN96] In fact, law enforcement agents used video surveillance in some cases specifically because they worried that they would not be able to gather the evidence they needed using only audio surveillance. They worried that the targets would operate in silence, or under a cover of noise, so that agents needed the enhanced record that video surveillance provided.

*66 Because e-mails typically contain more personal data than analogous phone calls or even videos, acquisition of stored e-mail intrudes more on personal privacy than does a wiretap or video surveillance. A simple e-mail message has textual header information that discloses the time it was composed, its subject line plus any attachments, and the electronic addresses of the sender, the recipient, and any who receive courtesy copies of it. E-mails often include prior messages in their text, and analysis may reveal the computer on which the e-mail was composed, its path through the network, and the times the e-mail was opened, deleted, or forwarded. Moreover, people reveal in their e-mails more about their political opinions, religious beliefs, personal relationships, intellectual interests, and artistic endeavors than they ever revealed over the telephone. Stored e-mails contain a vast archive of people's past activities.


3. Indiscriminate
*67 Indiscriminate investigations implicate the core concerns of the Fourth Amendment. If law enforcement agents must intrude upon private activities to perform their jobs, the harm from the intrusion is minimized to the extent the investigation reaches no further than necessary to uncover incriminating evidence. For example, in the wiretap context, reports to Congress disclose the percentage of conversations tapped that turn out to be incriminating, so that Congress may monitor whether the executive branch may continue to use such an intrusive, hidden method of investigation. [FN97] Further, the Constitution requires that government wiretappers minimize the acquisition of non-incriminating communications to reduce the indiscriminate nature of the investigation. [FN98] The Fourth Amendment strikes a balance between law enforcement's interest in information and society's interest in avoiding a surveillance state. More indiscriminate searches bring us closer to Orwell's dystopian vision.

*68 Because of the extra richness of e-mails as compared to telephone conversations, there is every reason to believe that e-mail surveillance will be just as indiscriminate in the sense that it will disclose information about innocent people or innocent activities. In the Warshak case, the plaintiff claims that government agents acquired thousands of his personal e-mails, “without any particularization or limitation as to time frame, parties to the communication, or the subject matter of the communication.” [FN99] Surveillance that may acquire information unrelated to the search justification requires judicial intervention to ensure that acquisition of non-incriminating communications is minimized.


4. Continuous
*69 Investigations that run continuously are more likely to be both incriminating and intrusive. It is just a matter of logic that the longer an investigation runs, the more likely it is to rope in innocent communications and the more likely it is to intrude upon the target's privacy. For example, in one case in which law enforcement agents placed video surveillance cameras in a warehouse to uncover evidence of counterfeiting, the tape ran long enough to record a person, apparently unrelated to the suspects, engaging in an intimate sex act. [FN100] The constitutionally-derived limits on the duration of wiretap and video surveillance investigations reflect the concern with overlong surveillance.

*70 As previously discussed, while a wiretap that remains installed over a period of time may acquire a continuous record of the targets' conversations, an e-mail search can accomplish the same result in a single shot. For example, a wiretapper may obtain a continuous record of a target's communications from January 1 to March 31 by installing a tap on January 1 and running it for three months. To obtain the same record of electronic communications, however, an agent may merely wait until after March 31 and then obtain all e-mail correspondence conducted back to January 1. The fact that the investigation runs retrospectively rather than prospectively does not make it any less continuous, and the fact that e-mail searches may as easily cover long periods of time as short ones compels the need for judicial oversight to ensure they stay within justified limits.


C. Stored E-mail and Other Contexts
*71 The four factor test evaluates those aspects of communications surveillance that most implicate the concerns that underlie Fourth Amendment jurisprudence. The test has courts focus where they should--on the nature of the surveillance, its power, its susceptibility to abuse, and the concomitant need for judicial intervention to keep it within appropriate bounds.

*72 Because acquisition of stored e-mail from a third party system shares all the features--being hidden, intrusive, indiscriminate, and intrusive--that wiretapping and video surveillance does, it should be subject to the same heightened constitutional protections. In fact, acquisition of stored e-mail may raise an even stronger case for heightened protection than does acquisition of e-mail in transit, because the former establishes each factor more definitively.

*73 While the previous discussion has evaluated government access to stored e-mail in the hands of third parties, the four factor test may profitably be applied to other types of modern online surveillance. Those investigations that share the four factors should be accorded the highest level of constitutional protection. Though it seems unlikely that law enforcement agents would choose to intercept e-mails in real-time, the analysis should nonetheless apply to real-time acquisition of e-mails and other ephemeral communications such as instant messages. By the same token, stored or real-time acquisition of non-contents electronic communications information could warrant heightened protection as well. [FN101]
*74 Those surveillance methods that share only some, but not all, of the four factors could be protected with lesser standards, including the probable cause warrant that law enforcement must generally obtain before searching physical places. [FN102] Those searches that do not divulge information over a period of time, and so lack the continuity feature, seem the most analogous to a traditional search. For example, demanding information from a service provider about an instance of Internet communication could likely proceed with a simple warrant.

*75 Significantly less intrusive investigations, such as those that acquire static facts about a subscriber, rather than information pertaining to communications, could likely be protected with looser requirements, such as an administrative subpoena or court order based on less than probable cause.

2. Orin S. Kerr, A User’s Guide to the Stored Communications Act, and A Legislator’s Guide to Amending It, 72 Geo. Wash. L. Rev. 1208 (2004).
VI. A Legislator's Guide to Amending the Stored Communications Act
So much for the SCA of the present. How about the future? In this section, I discuss four potential areas of reform for the SCA. All four areas involve topics that Congress has overlooked in the past, resulting in a statute that is vague in some places, overly complex in others, and underprotective of privacy interests in others. My reforms fall into four categories: first, bolstering privacy protections for compelled content information; second, simplifying the statute; third, repealing provisions that have caused more harm than good; and fourth, restructuring the remedies scheme for violations of the SCA.

For the sake of simplicity, these recommendations look beyond the interesting and difficult questions raised by the two recent decisions in Theofel and Councilman. For that reason, I will assume that the traditional understanding of the ECS/RCS distinction governs. To the extent that Theofel and Councilman remain on the books, reforms designed to address them should be an obvious legislative priority. The panel opinion in Councilman guts the privacy protections of the Wiretap Act, and Theofel creates a highly implausible standard for determining what process law enforcement must satisfy to compel information from ISPs. Beyond those two cases, however, the SCA raises deeper issues that call for legislative attention.


A. Bolster Privacy Protections for Compelled Content Information

The most obvious problem with the current version of the SCA is the surprisingly weak protection the statute affords to compelled contents of communications under the traditional understanding of ECS and RCS. Only unretrieved e-mail and other temporarily stored files held pending transmission for 180 days or less receive the protection of a full warrant requirement. [FN165] The lower standard that applies to other stored content covered by the statute is surprisingly low: a subpoena combined with prior notice suffices. [FN166] Indeed, in practice the standard is even lower, as “prior notice” can be quite easily delayed for long periods of time. Section 2705(b) of the SCA states that “a supervisory official” [FN167] within the executive branch can order notice to be delayed by up to ninety days if there is “reason to believe that *1234 notification of the existence of the subpoena may have an adverse result,” [FN168] such as “destruction of or tampering with evidence” [FN169] or anything else that “seriously jeopardiz[es] an investigation.” [FN170] A court can authorize additional delays in notice under the same standard. [FN171] In practice, this means that the government can often compel all opened e-mails from an ISP with a mere subpoena and without meaningful notice--precisely the result that the SCA was enacted to avoid.

The apparent thinking behind the lower thresholds for government access of both permanently stored files and unretrieved files stored for more than 180 days is that the lower thresholds track Supreme Court precedents interpreting the Fourth Amendment. For example, in Couch v. United States, [FN172] a defendant handed over records to her accountant so her accountant could process the data and complete the defendant's tax returns. [FN173] The Court held that by giving her records to the accountant, Couch had relinquished her reasonable expectation of privacy. [FN174] A provider acting as an RCS likely falls under this precedent: a person uses an RCS for outsourcing much like Couch used her accountant. Similarly, the strange “180 day rule” dividing § 2703(a) from § 2703(b) may reflect the Fourth Amendment abandonment doctrine at work. Individuals lose the Fourth Amendment protection in property if they abandon the property, [FN175] and the SCA's drafters may have figured that unretrieved files not accessed after 180 days have been abandoned.

Even assuming that Fourth Amendment principles explain the dividing line between § 2703(a) and (b) as a descriptive matter, this tells us nothing about what standards the SCA should adopt. After all, the SCA was passed to bolster the weak Fourth Amendment privacy protections that applied to the Internet. Incorporating those weak Fourth Amendment principles into statutory law makes little sense. The SCA's drafters should have focused on finding the level of privacy protection that best balances privacy and security, not on finding the privacy protections that track Supreme Court cases decided long before the modern Internet.

The legislative solution is to bolster the privacy protections that cover stored content held by an RCS or by an ECS for more than 180 days in 18 U.S.C. § 2703(b). There are many ways to do this, of course, ranging from minor additions to major ones. Let me suggest a cautious middle ground. First, Congress should eliminate the phrase “uses an administrative subpoena authorized by a Federal or State statute or a Federal or State grand jury or *1235 trial subpoena” from § 2703(b)(1)(B)(i), along with its corresponding language in the delayed notice provisions of § 2705(a)(1)(B). [FN176] This change would require the government to obtain a 2703(d) order to compel stored contents from an RCS and either give prior notice or obtain a court-issued delayed notice order. The government would no longer be allowed to compel contents from an RCS with a mere subpoena, or to delay notice without judicial review.

Second, Congress should cut the delay period in 18 U.S.C. § 2705 from a period “not to exceed ninety days” [FN177] to a period “not to exceed thirty days.” The current ninety-day delay period is simply too long. In all but very unusual cases, ninety days of delay is a period out of proportion to the legitimate law enforcement interests in delay articulated in § 2705(a)(2). It may be reasonable for law enforcement to have a thirty-day delay of notice if they are investigating a crime and the notice may tip off the suspect. The thirty-day period gives the police time to assess the evidence, pursue leads, and indict the target if necessary. But in most cases, giving the government ninety days serves no legitimate purpose, especially given that courts can grant extensions of delayed notice for additional periods if circumstances warrant. Shortening the delay period would still allow the government to delay notice for legitimate reasons but would help ensure that notice delayed does not become notice denied.


B. Simplify the Statute

The complexity of the SCA prompts an obvious question: are there ways to simplify the statute so that it can be understood more easily? The answer is yes. Most important, Congress could eliminate the confusing categories of ECS and RCS and simply incorporate these concepts into the statute directly. Rather than divide the SCA artificially into two types of providers based on their function, the statute could use just one type of provider and distinguish among the files a provider holds based on its function with respect to that file. For example, Congress could rewrite the statute so that the SCA applied only to “network service providers,” which could be defined using a combination of the current definitions for ECS and RCS. The statute could then apply the different rules of the current SCA to the different types of files held by network service providers. The new text could look like this:

Section 2703. Compelled Disclosure

A governmental entity may lawfully compel the disclosure of communications and information held, maintained, or possessed by a network service provider in the following circumstances:

(a) to compel the disclosure of contents of communications held in any temporary, intermediate storage incidental to the electronic transmission of the communication for 180 days or less, including any backup copies of such communications, pursuant to a warrant *1236 issued using the procedures described in the Federal Rules of Criminal Procedure by a court with jurisdiction over the offense under investigation or equivalent State warrant;

(b) to compel the disclosure of contents of communications held by a network service provider to the public for the purposes of computer storage or processing on behalf of a customer or subscriber, or to compel the disclosure of contents of communications held in any temporary, intermediate storage incidental to the electronic transmission of the communication for more than 180 days, pursuant to either (1) a warrant issued using the procedures described in the Federal Rules of Criminal Procedure by a court with jurisdiction over the offense under investigation or equivalent State warrant; (2) a court order issued under subsection (f) of this section, [FN178] combined with prior notice from the governmental entity to the subscriber or customer or else delayed notice pursuant to Section 2705 of this title, or (3) an administrative subpoena authorized by a Federal or State statute or a Federal or State grand jury or trial subpoena, combined with prior notice from the governmental entity to the subscriber or customer or else delayed notice pursuant to Section 2705 of this title;

(c) to compel any other contents not covered by (a) or (b) of this subsection pursuant to any other legal means;

(d) except as provided in subsection (e), to compel the disclosure of a record or other information pertaining to a subscriber to or customer of such service (not including the contents of communications), pursuant to either (1) a warrant issued using the procedures described in the Federal Rules of Criminal Procedure by a court with jurisdiction over the offense under investigation or equivalent State warrant, (2) a court order issued under subsection (f) of this section, or (3) the consent of the subscriber or customer to such disclosure.

(e) to compel the disclosure of the following information pertaining to a subscriber to or customer of such service --

(1) name;

(2) address;

(3) local and long-distance telephone connection records, or records of session times and durations;

(4) length of service (including start date) and types of service utilized;

(5) telephone or instrument number or other subscriber number or identity, including any temporarily assigned network address; and

(6) means and source of payment for such service (including any credit card or bank account number) --

*1237 either through means described in subsection (d), or else pursuant to an administrative subpoena authorized by a Federal or State statute or a Federal or State grand jury or trial subpoena.

This text is significantly simpler than the existing statute, and it does exactly the same thing that § 2703 does today. [FN179] The proposed § 2703(a) and (b) track the function of the current (a) and (b). The proposed § 2703(c) makes clear that content information held by providers not specifically protected by (a) or (b) is not protected by the statute, which is true today but hard to see at first in the current text. The proposed § 2703(d) would do the work of the current § 2703(c)(1), and the proposed § 2703(e) would cover the basic work of the current § 2703(c)(2). The new text would regulate just one kind of provider, and then list the rules for compelling different types of information from the provider based on the same criteria that the current statute adopts. The new text would harness the same functionality as the current version but would be much clearer and easier to follow.

The voluntary disclosure provisions found in § 2702 could receive similar treatment. The difficulty with the current § 2702 is that it uses separate text for different categories even when the rules for the different categories end up being basically the same. Specifically, § 2702(a) contains separate prohibitions on disclosure broken down into the prohibition for contents held by an RCS, [FN180] for contents held by an ECS available to the public, [FN181] and for noncontent information. [FN182] Section 2702 then contains a list of exceptions for contents in § 2702(b) and a separate (but very similar) list of exceptions for noncontent information in § 2702(c). [FN183] This structure could be simplified by placing all of the prohibitions into one sentence and then combining the exceptions for content and noncontent information.

Section 2702. Voluntary disclosure

(a) Except as provided in subsection (b), a network service provider to the public or its agent shall not knowingly divulge to any person or entity either the contents of that communication or any record or other noncontent information pertaining to a subscriber to or customer of such service.

(b) A person or entity may divulge --

*1238 (1) the contents of a communication to an addressee or intended recipient of such communication or an agent of such addressee or intended recipient;

(2) the contents of a communication or noncontent records, or both, as otherwise authorized in section 2517, 2511(2)(a), or 2703 of this title;

(3) the contents of a communication or noncontent records, or both, with the lawful consent of the originator or an addressee or intended recipient of such communication, or the subscriber in the case of remote computing service;

(4) the contents of a communication to a person employed or authorized or whose facilities are used to forward such communication to its destination;

(5) the contents of a communication or noncontent records, or both, as may be necessarily incident to the rendition of the service or to the protection of the rights or property of the provider of that service;

(6) the contents of a communication or noncontent records, or both, to the National Center for Missing and Exploited Children, in connection with a report submitted thereto under section 227 of the Victims of Child Abuse Act of 1990 (42 U.S.C. 13032);

(7) the contents of a communication to a law enforcement agency if the contents were inadvertently obtained by the service provider and appear to pertain to the commission of a crime;

(8) the contents of a communication or noncontent records, or both, to a Federal, State, or local governmental entity, if the provider, in good faith, believes that an emergency involving danger of death or serious physical injury to any person requires disclosure without delay of communications relating to the emergency; or

(9) noncontent records to any person other than a governmental entity.

Again, this version would simplify the statute without losing its current functionality. The rules would remain the same, but would appear in language simple enough that lawyers, ISPs, law enforcement agents, and judges would be able to understand the statute more easily. Do I expect Congress to change the SCA along these lines any time soon? No. The maxim “if it ain't broke, don't fix it” is true in law as well as in life, and it may seem extravagant to restructure the statute just to make it easier to understand. At the same time, the complexities of the SCA are mostly unnecessary, and simplifying the statute would improve it considerably.


C. Repeal 18 U.S.C. § 2701
A slightly more radical proposal would be to repeal 18 U.S.C. § 2701, the first provision of the SCA that appears in Title 18. Section 2701 is the only part of the SCA that does not relate to procedural rules. Instead, it lays out a substantive criminal prohibition, punishable by up to a year in jail for first offenses and more serious penalties for subsequent offenses:

*1239 [W]hoever--(1) intentionally accesses without authorization a facility through which an electronic communication service is provided; or (2) intentionally exceeds an authorization to access that facility; and thereby obtains, alters, or prevents authorized access to a wire or electronic communication while it is in electronic storage in such system shall be punished . . . . [FN184]
Section 2701 is a very close cousin of another criminal statute, 18 U.S.C. § 1030, sometimes known as the Computer Fraud and Abuse Act. [FN185] Section 1030 is the primary federal computer crime statute. [FN186] Its basic mechanism is a prohibition on accessing a computer without authorization, or exceeding authorized access, in a variety of different circumstances listed in § 1030(a). [FN187] Section 2701 adds an additional circumstance to the list: accessing a computer without authorization or exceeding authorization is an offense when the computer is acting as an ECS and the person “obtains, alters, or prevents authorized access” to a file in “electronic storage.” [FN188] Note the narrow scope of § 2701. It applies only to providers of ECS and excludes providers of RCS. The legislative history does not explain why, but the approach is consistent with the SCA's greater protection for files held by providers of ECS than files held by providers of RCS. [FN189]
Section 2701 should be repealed because its costs greatly outweigh its benefits. The benefits of § 2701 are quite limited because the statute is almost entirely redundant. Section 1030(a)(2) already covers most of the same ground. For example, § 1030(a)(2)(C) provides that:

[Whoever] intentionally accesses a computer without authorization or exceeds authorized access, and thereby obtains . . . information from any protected computer if the conduct involved an interstate or foreign communication [shall be punished]. [FN190]
Section 1030(a)(2)(C) is remarkably broad; a “protected computer” includes pretty much any computer connected to the Internet, [FN191] and a user *1240 “obtains” a communication simply by viewing it on his screen. [FN192] This means that § 2701 is at most only a jurisdictional hook that applies in an extremely narrow circumstance. Specifically, § 2701 provides federal jurisdiction for acts of hacking into and otherwise damaging providers of ECS in the rare circumstance that the conduct does not involve an interstate or foreign communication.

Redundancy alone is not a compelling reason to repeal a statute. But § 2701 comes with a significant cost: its vague language has needlessly confused the courts, which have tried to use § 2701 in civil cases to do far more than the SCA's drafters ever intended. As a result, several of the major judicial interpretations of the SCA arise from § 2701 cases and misinterpret the SCA almost beyond recognition. The fault for this lies in part with the civil remedies within the SCA; as I have explained elsewhere, the combination of strong civil remedies and the absence of a statutory suppression remedy for violations of the SCA has led courts to misconstrue the SCA because the courts have a hard time understanding its criminal procedure rules in a civil context. [FN193] But the fault also lies with § 2701.

The Ninth Circuit's recent decision in Theofel v. Farey-Jones illustrates the difficulty. [FN194] Theofel involved an overly broad subpoena for e-mail issued as part of the civil discovery process in a commercial dispute. [FN195] The subpoena was served on the plaintiff's ISP, and the ISP responded by posting copies of the plaintiff's e-mail on a web server where defendants could (and did) read them. [FN196] The plaintiffs sued under § 2701 of the SCA. [FN197] They should have sued under § 2703: the defendants had violated § 2703 by using improper legal process to compel the disclosure of e-mail from an ECS/RCS in violation of § 2703(a) and (b). [FN198] The plaintiffs instead sued under § 2701, contending that the defendants had caused the ISP employees to commit an unauthorized access of their own server when they retrieved the files from the server and posted them on the website. [FN199] This is a strange claim, and agreeing with it required creating new, expansive, and (in some cases) extraordinary interpretations of several key concepts in computer crime law: the meaning of authorization, the meaning of access, the scope of ECS protections, and the scope of provider rights. But eager to find a violation and apparently unaware of how plainly these facts fit into § 2703, Judge Kozinski charged onwards and crafted a dubious theory under which the plaintiffs could win under § 2701. [FN200] If § 2701 were repealed, courts and litigants *1241 would go directly to the relevant sections of § 2702 and § 2703 without being tempted to distort key concepts under § 2701.


D. Alter the Remedies for Violations of the SCA

The remedies for violations of the SCA should also be changed. I have written about this problem at length before, [FN201] so I will only quickly summarize the argument here and then add a few thoughts on the broader problem.

The current version of the SCA authorizes civil suits for violating the statute, but it does not contain a statutory suppression remedy. [FN202] The absence of a statutory suppression remedy has added to the confusion about the SCA for two reasons. First, few if any cases exist interpreting the SCA in a routine criminal context that might explain how the statute works. [FN203] Second, the few cases interpreting the statute have tended to arise in unusual civil contexts far removed from the real problems that led Congress to enact the law. [FN204] As a result, few cases interpreting the statute exist, and several of the cases that are on the books misconstrue the statute dramatically. [FN205] Congress could correct this problem by adding a statutory suppression remedy to the SCA. A suppression remedy would guarantee that criminal defendants challenge government and ISP practices under the SCA, giving courts cases and controversies in which to explain clearly how the statute works. [FN206]
Beyond adding a suppression remedy, Congress should also clarify who can be sued under the civil provisions of the Act. The statute itself is somewhat unclear as to when the government is liable for violating the statute, as opposed to the ISP, or both. Tucker v. Waddell [FN207] illustrates the problem. In Tucker, the United States Court of Appeals for the Fourth Circuit considered a civil suit brought against the City of Durham, North Carolina, by a telephone subscriber named Tucker. [FN208] Durham police officers had obtained basic subscriber information about Tucker from her telephone service provider, GTE, but had used subpoenas that the district court characterized as “improper.” [FN209] Tucker sued the city on the ground that the agents had used improper subpoenas violating the SCA's requirement that real subpoenas must *1242 be obtained to compel basic subscriber information. [FN210] The Fourth Circuit rejected the argument, holding that the rules of § 2703(c) regulate only providers of ECS and RCS, but not the government:

The language of § 2703(c) does not expressly proscribe any action by governmental entities or their employees. Rather, § 2703(c) only prohibits the actions of providers of electronic communication services and remote computing services. . . . To be sure, this section discusses different courses of action available to governmental entities wishing to obtain customer information, but only in the context of limiting the circumstances under which providers may disclose such information. [FN211]
The court acknowledged that the regulations on compelling content in § 2703(a) and (b) presented a different case: these sections regulated the government, the court concluded, rather than the ISP. [FN212] As a result, the government could be held liable for violations of § 2703(a) and (b), but not § 2703(c) [FN213]--and by implication, presumably not any of the voluntary disclosure provisions of § 2702 either.

The reasoning in Tucker is weak, and at least one court has held that amendments to the SCA in the USA Patriot Act have overruled it. [FN214] But the case makes an important point by illustration: the current text of the SCA says little about when the government can be sued for violations and when providers can be sued. The text provides rules that must be followed and then provides a civil remedy, but it does not explain in what circumstances the government versus providers can be held liable. To the extent that Congress continues to use the civil remedies in the SCA as the primary means of allowing enforcement of the statute, closer attention should be paid to who should pay and in what circumstances.
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